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Anomauin

Y pobomi posensamymo npunyunu nobyoogu aemoOHOMHOL MIKpONpoyecophol cucmemu Oisi KOHMPOMO CMAHY
HOBIMPAHO20 Cepedosuua Ha NPOMUCIogux 06'ckmax. OCHOBHY yeazy npuoiieHo anapamuii peanizayii 6y3na eUMIpIO8aHHs.
Mma aneopummam ananizy OO0CSAcHeHHs 2panuuno oonycmumux xonyewmpayiv (I/]K) wxionueux pewosun. Busmaueno
Memoou nid8ueHHs: HAOIUHOCME CUCIEMU 68 YMOBAX AZPEeCUBHO20 cepedosuya 01 3a0e3nedents Oe3neKu NePcoHay.

KurouoBi ciioBa: Ge3rieka KUTTEIISUILHOCTI, MiKporpoliecopHa cucrema, I'JIK, ceHcopu rasy, mpoMucioBa Oe3reka,
HaAiHICTE.

Abstract

The paper examines the principles of constructing an autonomous microprocessor system for monitoring the air
environment at industrial facilities. The main focus is on the hardware implementation of the measuring unit and
algorithms for analyzing the achievement of maximum permissible concentrations (MPC) of harmful substances. Methods
for increasing system reliability in aggressive environments to ensure personnel safety are identified.
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Introduction

Ensuring safe working conditions [1] at enterprises with chemically hazardous processes is a priority task of
safety engineering [2]. Traditional means of protection often need to be supplemented with intelligent local
monitoring systems that are capable of detecting leaks of toxic substances in real time [3-6]. The relevance of
the work lies in the development of a specialized hardware and software complex that integrates computer
engineering methods to solve civil defense [7] and labor protection problems.

Architectural organization of the control and security system

1. Concept of construction and hardware structure of the system

The designed microprocessor system of operational monitoring is based on the principles of modularity and
high fault tolerance [8]. The main goal of the architecture is to ensure a continuous cycle of data collection on
the state of the air environment in the working area of industrial facilities, where there is a risk of leakage of
toxic substances, such as ammonia, carbon monoxide and other gases [9-13]. Structurally, the system is divided
into several interconnected levels: the level of primary conversion, the computing core and the level of executive
devices.

The primary link of the system is represented by a sensor module, where modern electrochemical or
semiconductor sensors are used [14-16]. The choice of a specific type of sensor depends on the specifics of
production, but what they have in common is the ability to change their electrical parameters in proportion to the
concentration of the detected substance [17]. Since the output signal from the sensor is usually very weak and
vulnerable to external noise, the architecture assumes the presence of a precision signal preparation path. It
includes differential amplifiers that allow you to isolate the useful signal against the background of common-
mode interference, and hardware low-frequency filters. This is critically important in modern workshops, where
the operation of powerful electric motors and frequency converters creates a significant electromagnetic load
that can cause false triggering of the safety system.

2. Software logic and concentration analysis algorithms



The heart of the system is a microcontroller [18], the software of which is built on the basis of a rigid polling
cycle. Unlike universal computing systems, this architecture does not use complex operating systems, which
guarantees a deterministic response time to an event. All program code is subordinated to the priority of safety
tasks.

The operating algorithm begins with reading data from an analog-to-digital converter. The resulting digital
code goes through a software filtering stage, where random single value emissions are cut off using the moving
average method. After that, the program performs mathematical scaling of the signal, converting abstract voltage
units into real physical concentration indicators. Reference tables of Maximum Permissible Concentrations
(MPC) are pre-entered into the microcontroller's memory [19]. The system constantly compares current values
with these thresholds. Two levels of response are provided: "Warning" when approaching the critical limit and
"Accident” when it is reached. Such two-level logic allows personnel to take preventive measures before the
situation becomes critical for life and health.

3. Ensuring reliability and self-diagnosis

Special attention in the architecture is paid to self-monitoring mechanisms, which is a mandatory requirement
for civil protection systems. The specificity of computer engineering in this project is manifested through the
implementation of watchdog timers [20]. This is an independent hardware node that requires regular
confirmation of operability from the central processor. If the main program cycle “hangs” due to a software
failure or external factors, the watchdog timer automatically initiates a system reboot, returning it to working
condition in a fraction of a second.

In addition, an algorithm for checking the integrity of the sensor and communication lines has been
implemented. The system constantly monitors the electrical resistance of the sensor circuit. In the event of a line
break or degradation of the sensitive element, the device immediately generates a “Fault” signal. This eliminates
the situation when, due to a sensor failure, the system shows zero concentration, although in reality the gas level
may be dangerous. Thus, the “fail-safe” principle guarantees that any internal problem in the system will be
visualized and announced.

4. Notification, switching and event logging systems

The final stage of the system operation is the activation of actuators. Unlike information boards, this system
has direct control via relay outputs. When a danger is detected, the microcontroller sends a signal to the power
relays, which activate the light-sound alarm and forced exhaust ventilation. This allows you to localize the gas
leak even before the arrival of emergency services.

In parallel with the activation of protection, the system performs the function of a "black box". All
concentration indicators immediately before the moment of the accident are recorded in non-volatile memory
(EEPROM). This is extremely important for further technical investigation of incidents, as it allows you to track
the dynamics of the spread of the substance and determine the exact time of the leak. An industrial RS-485
interface is provided for integration into the general enterprise management system. It allows you to combine
many such local nodes into a single monitoring network, transmitting data to the central dispatcher at a distance
of up to one kilometer without loss of signal quality.

Such a branched architecture provides comprehensive security at the enterprise, combining the functions
of measurement, analysis, automatic protection and data archiving, which fully meets the modern
requirements for industrial systems for operational air monitoring.

5. Electromagnetic compatibility and precision signal conversion

Taking into account the requirements for the hardware implementation of microcontroller systems, special
attention is paid to the PCB layout and minimizing digital noise that can affect the analog part. Since the sensor
modules have a high output resistance, any electromagnetic interference can be interpreted as a change in gas
concentration.

To ensure accuracy in accordance with the requirements, the architecture implements:

e Separation of grounding circuits: Analog and digital "grounds™ are separated to prevent switching noise from
the processor from entering the measurement path.

o Reference voltage: Using an external precision reference voltage source (JOHN) instead of the microcontroller
supply voltage, which allows to achieve stability of ADC discharges during network fluctuations.

o Differential signal transmission: Using differential cascades at the primary amplification stage, which allows
to suppress common-mode interference from industrial equipment even before the digitization stage.

6. Metrological stability and temperature compensation



Gas analyzers must maintain operability in a wide temperature range. Since the sensitivity of electrochemical
and semiconductor sensors has a nonlinear temperature dependence, a correction node is integrated into the
software logic.

The microcontroller reads data from the auxiliary temperature sensor in real time and performs dynamic
concentration recalculation using approximation polynomials or correction tables stored in Flash memory. This
ensures that the measurement error will not exceed the limits established by occupational safety standards, even
during seasonal temperature changes in the working area.

7. Ergonomics of indication and occupational safety requirements

Based on the principles of occupational safety, the warning system is designed in such a way as to ensure
unambiguous perception of the danger signal by personnel wearing personal protective equipment (headphones,
masks).
¢ Light signaling: The color scheme of the indicators complies with the standard (green — safety, yellow —
warning, red — danger). The flashing frequency in the "Emergency" mode is chosen so that it is best perceived
by peripheral vision.

e Sound pressure: Actuators (sirens) are selected taking into account the background noise level in the
workshop, ensuring a sound pressure level that exceeds the background by 15-20 dB.

o Informativeness: The system's LCD display displays not only the numerical value, but also prompts for
necessary actions (for example, "LEAVE THE ROOM"), which minimizes the influence of the human factor in
stressful situations.

8. Power supply and data transmission line protection

To maintain high fault tolerance, the power supply system is built on a modular principle using switching
regulators with a wide input voltage range.

e Watchdog and power supply: The hardware watchdog monitors not only code hangs, but also the correctness
of the supply voltage (Brown-out Detection function). When the voltage drops below a critical level, the system
goes into a safe state, saving the latest data in the EEPROM and closing the output relays.

o RS-485 interface: For long-distance data transmission, specialized drivers with a high level of protection
against electrostatic discharge (ESD) and galvanic isolation are used, which prevents the entire network from
burning out if phase voltage hits the communication line.

Conclusions

Therefore, the use of a microprocessor system is of great importance for operational monitoring and
notification of the concentration of toxic substances in the air of the working area.
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