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Anomauin

La poboma npuceauena docniodxncento 6a2amonomoKo8020 Xeuy8anHs i3 3aCMOCYBAHHAM HAUCYYACHIUO20 HADOPY
xkomano AVX512. 3acmocysanna nailbinbuioi po3paoHocmi pecicmpie npoyecopa ma ix KitbKocmi 003804€ po3ousamu
NOMIK OaHUXx na OIOKU Ma CYMmMEBO 3MEHWUMUY 4ac ompumanns xew. IIpu edockonanenni npoyecy xeuty8anHts GUKOHAHI
BUMO2U OOMPUMAHHI AKICHUX NOKA3HUKIB OYIHIOBAHHSA ANC0PUMMi6 — 4acy o0pooKu, KitbKOCmi KO3l ma 8i0nosionocmi
MeopemuiHUX 3Ha4eHb xeu 3 ompumanumu. Pospobaeno npozpamy, aka niomeeporicye 6i0n0GiOHICMb OMPUMAHUX OAHUX
3 MmeopemudHuUMU.

Knrouosi cnosa: xew, masmé64, AVX512, 6aecamonomoxose nepemeopennsi, pecicmpu Zmm0O—zmm31.

Abstract

This work is devoted to the study of multi-threaded hashing using the most modern AVX512 instruction set. The use
of the largest bit size of the processor registers and their number allows you to divide the data stream into blocks and
significantly reduce the time to obtain a hash. When improving the hashing process, the requirements for observing the
qualitative indicators of algorithm evaluation - processing time, number of collisions and correspondence of theoretical
hash values with the obtained ones - were met. A program was developed that confirms the correspondence of the obtained
data with the theoretical ones.
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Introduction

Multi-threaded hashing using AV X-512 instructions is a modern, efficient optimization for data processing
performance [1, 2]. This approach combines two different levels of parallelism:

— Data (SIMD/AVX-512): within a single core, the processor processes multiple independent blocks of data
in a single cycle (vectorization);

— Tasks (multithreading): multiple processor cores operate simultaneously, each executing its own
vectorized task.

Conventional processors process 32-bit or 64-bit words one at a time. AVX-512 provides 512-bit registers
(zmmO-zmm31). This enables the single instruction, multiple data (SIMD) concept. For example, when
calculating a SHA-256 hash (which operates on 32-bit words), 16 different data streams (512 / 32 = 16) can
be packed into a single 512-bit register. The processor performs logical operations (AND, XOR, OR, shifts)
on 16 different data blocks simultaneously. This is called inter-block parallelism.

Research results

Research has shown that not all hashing algorithms scale equally well with AV X-512 [2]. The most suitable
options for multi-threaded hashing are SHA-256, MD5, and SHA-512. These algorithms have a fixed word
size (32 or 64 bits) and consist of simple logical operations. The SHA-NI (hardware-accelerated SHA) version
of the algorithm is typically faster for a single thread, but AVX-512 instructions are naturally superior when
hashing thousands of small packets simultaneously.

Besides general hashing algorithms, the specialized BLAKES3 algorithm was originally designed for SIMD.
It uses a Merkle tree structure, allowing parallel hashing of even a single large file on AVX-512. A hash tree
(Merkle tree) is a complete binary tree whose leaf nodes contain hashes of data blocks, and whose internal
nodes contain hashes of the sum of the values in the child nodes.

The paper demonstrates that parallelization can be applied to the Berypt and Argon2 algorithms in certain
modes. These algorithms, designed to protect against ASICs/GPUs with strong data dependencies, are
vectorized using additional correction transforms.



The conducted research on hashing algorithms revealed that, in order to utilize parallelization, the
application architecture must be divided into two layers:
— Level 1. Distribution across cores (OS threads).
In this case, it is necessary to divide the overall workload (e.g., a million files or a gigantic stream of
network packets) between threads (one thread per physical core/logical processor);
— Level 2. Intra-thread vectorization (AVX-512).
Each core takes from the queue not one element at a time, but in blocks of 8 or 16 elements (depending on
the algorithm's word size).
AV X-512 instructions require data in memory to be aligned on a 64-byte boundary. Loading unaligned data
is slower, while loading aligned data is extremely fast. Example of a processing block:
vmovdga64 zmm1, zmmword ptr [crc_constants]
align_loop:
vmovdga64 zmmO0, zmmword ptr [rsi] ;
; Parallel multiplication without carry (polynomial addition)
vpclmulgdg zmm2, zmm0, zmm1, 00h
vpclmulgdg zmm3, zmm0, zmml1, 11h
vpxord zmmO, zmm2, zmm3 ; XOR

When processing the remainder of a block division, the classic (scalar) method is used.

When using AV X512 instructions, the bottleneck may be disk or network speed. If you're reading files from
an old HDD, multi-threaded AV X-512 won't provide any performance gains—the processor will be waiting
for the data.

Conclusions
The conducted research resulted in practical recommendations for the implementation of multi-threaded
hashing using AV X512 instructions. Splitting the hash into additional blocks using algorithms designed for
parallel hashing significantly reduces hash generation time. Furthermore, doubling the number of registers
allows the algorithm to compete with disk speeds. Applying parallelization to sequential algorithms requires
additional mathematical operations, which are necessary to obtain identical results.
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