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Anomauin

Y pobomi docniosceno memoou onmumizayii mepedsicegoi 63aEM00ii’ y 8UCOKOHABAHMANCEHUX PO3NOOLIEHUX
yam-niameopmax peanvroeo uacy. Ilposedeno nopisusinbruil ananiz mpaouyitinux HTTP-nioxodie i3 Heb1oKyouumMu
MexaHizmamu nepedaui oanux. Pozenanymo zacmocysanns npomorxony WebSocket ons 0socmopornuvoeo 36'a3ky, Unix
Domain Sockets ons noxanwroi mixcnpoyecnoi 3aemolii ma 6inapnoi cepianizayii Protocol Buffers y medxcax
acuHxpoHHuoi event-driven apximexkmypu. Pesynemamu moolentoganus 00600smv, wo iHmezpayis yux mexHono2iu
iCmomHO 3MeHuLye 3ampUMKY, CKOPOUYE Mepedicesi HAKIAOHI 6UmMpamuy ma ONMUMI3YE GUKOPUCMAHHA pecypcis
cepsepa. Taxoxc npudineHo yeazy nUMAaHHAM Macumabosanocmi, giomosocmiukocmi ma iH@opmayitinoi be3nexu
cucmen.

Kurouosi ciioBa: posmozineni cuctemu, gat-6ot, WebSocket, Unix Domain Sockets, Protocol Buffers,
event-driven architecture, low latency, IPC.

Abstract

This paper investigates methods for optimising network interaction in high-load distributed real-time chat
platforms. A comparative analysis of traditional HTTP approaches with non-blocking data transfer mechanisms is
presented. The use of the WebSocket protocol for bidirectional communication, Unix Domain Sockets for local inter-
process communication, and binary serialization with Protocol Buffers within an asynchronous event-driven
architecture is explored. Simulation results demonstrate that integrating these technologies significantly reduces
latency, lowers network overhead, and optimises server resource usage. Attention is also given to issues of
scalability, fault tolerance, and information security of the systems.

Keywords: distributed systems, chatbots, WebSocket, Unix Domain Sockets, Protocol Buffers, event-
driven architecture, low latency, IPC.

Beryn

IHTerpauia uat-60TtiB 3 NLP Ta LLM BMMarae ctBopeHHA MacLuTaboBaHMX KNiEHT-CEPBEPHUX
apxiTekTyp i3 MiHiManbHOK 3aTpuMMKoOto. Lle € 0cobnMBO KPUTUYHUM ON8 peanilauii MexaHi3MiB
NOTOKOBOI MNepepavi gaHux (streaming) nig yac reHepauii BigMoOBiAENW Cy4YaCHUMWU BEUKUMMU
MOBHUMW MOAENAMU, [ie MepexkeBa 3aTpuMka 6e3nocepeHbOo BNIMBAE HA KOPUCTYBALLbKUIA [OCBI4,
(UX). CtaHpapTHa iHppacTpyKTypa Takmx niatdopM MICTUTb KITiIEHTCbKY YaCcTUHY, 6anaHcyBasnbHUK,
gateway Ta MikpocepBicu 6i3Hec-noriku. Tpamumiiina HTTP-monmens HeedekTWBHA Tij BHCOKHAM
HaBaHTKEHHSIM 4epe3 MocTiliHe rnepeBcranoBinenHs TCP-3’eqHanb, HaACHIAHHS CITYKOOBHX 3ar0JIOBKIB
Ta 6HOKyBaHH$I IIOTOKIB BBEICHHI-BUBEICHHS, IIIO obMexye MaclITabOBaHICTh CUCTEMHU. EdexruBHOIO
aJBTEPHATHBOI0 € TEepexif] IO aCMHXPOHHOi event-driven apXiTeKTypu, sKa J03BOJIIE OOCITyTOBYyBaTH
BEJIMKY KUTBKICTh OJJHOYACHUX 3’ €IHAHb 13 MiHIMaJIbHUMH BUTPAaTaMHU PECYPCiB.



AKTyaJbHIiCTh

Ilix gac macmTabyBaHHS PO3IMOIUICHOT CHCTEMH Ta 3POCTAHHS KIJTBKOCTI aKTUBHHUX KOPHCTYBadiB
kimacuaHi HTTP-mexanizmu ¢opMyroTs HammmmkoBe MepexeBe HaBanTaxeHHs. HTTP Polling Bumarae
PETYIASPHOTO IOBTOPHOTO HAACHIIAHHS 3aITUTIB I IIEPEBiPKU TOTOBHOCTI TaHUX, 1[0 CTBOPIOE CITY>KOOBHH
Tpadik Ta 30inbmrye HaBaHTaxkeHHS Ha CPU i RAM cepBepHoro Bysna. J[omaTkoBOW NpoOIEeMOI0 €
HakonmuyeHHs TCP-3’etHanb Ta 301IbIICHHS HABAHTAXKEHHS Ha TyJT (hailIOBUX JCCKPHUIITOPIB OIEpaIiiftHOT

cuctemu. lle B3HMXKYe e(EKTHBHICT BUKOPHCTAaHHS OOYMCIIOBAJbHUX pECypciB 1 0OMexye
MacIITa0OBaHICTh CEPBICY.
Tabmuus 1. [TopiBHSHHS apXiTEeKTypHUX ITiIXO/IB
Texnomnorist / Hanpsimok nepemadi Haxmagni MexaHnizm EdexruBHicTh
[IpoTokon BUTPATH yTPUMAHHS BHUKOPHUCTAHHS
(Overhead) 3'€THaHHSA CPU/RAM
HTTP Polling OnHOCTOPOHHIN Kputnani Bincyrtniit Hwu3wka (3a0uBae
(Kinient -Cepsep) (IToBTOpHI (IToctiitni HOBI Ty
HTTP- 3aIUTH) JECKPHUIITOPIB Ta
3arosioBku, TCP- CPU)
handshake)
AJAX Long HamisaBocTopoHHii Bucoxki OuikyBaHHS Cepenns (Bucoke
Polling (Emymsiis) (YTpumanas BiJIMIOBI i HaBaHTa)KCHHS Ha
HTTP-cecii, cepBepa RAM cepgepa)
PEKOHHEKTH) (Timeout)
WebSocket IToBHOMBOCTOPOHHI M Huzbki [Mocrtiitne TCP- Bucoxka
(JSON) (Duplex) (MinimManpHII 3'eTHaHHSA (AcuHXpOHHMIA
(bpeiim, onuH (Keep-Alive) HEOIOKYOUHA
handshake) 1/0)
WebSocket + IToBHOMBOCTOPOHHI M MiHimaJbHi JlokanbHMit MakcumasnbHa
Protobuf + UDS (OnTuMizoBaHUi) (binapauit Unix-coker + (EdexruBHa
(dopmar, 6e3 WSS-cecis cepiamizaris, low
MEPEIKEBOTO latency)
creky B IPC)

OcHoBHi 3aga4i

JOCTIJIKEHHS 30CepellKeHl Ha KOMIUIEKCHOMY aHalli3i Ta ONTUMi3allii acHHXpPOHHOT MepeKeBoi
B3aeMoOJii Uil 3a0e3MeveHHs] BHCOKOE(EKTHBHOI JBOCTOPOHHBOI KOMYHIiKallii B pealbHOMY 4aci,
MIHIMI3allii MEpEeKEeBUX HAKJIQJIHUX BHUTpPAT MLUISXOM palliOHaJi3allii MPOTOKOIIB Tepeaadi JaHuX,
MoJiepHizaiii MexaHi3MiB MikmponecHoi B3aemonii (IPC) 3 MeTow 3HMKCHHS JIaTEHTHOCTI OOMiHY
iH(pOopMalli€ro, rapaHTyBaHHI TOPU3OHTAIBHOI Ta BEPTUKAIBHOT MacIITA00BAaHOCTI apXiTEKTYpH B yMOBax
IHTEHCHBHOT'O 3POCTaHHS HaBaHTaKEHb, a TAKOXK HA ITiJIBUIICHHI iHQOPMAIIHOT OS3MeKU CUCTEMH uepe3
BITPOBAJKEHHSI KOHIIEMIIIi HYJIbOBOT IOBipH (zero-trust), Cy4acHUX METOMiB KPUNTOrpadpiqHOTO 3aXUCTY Ta
MeXaHi3MiB aBTeHTH(]IKaIlii Ha BCIX PiBHAX QYHKIIOHYBAHHS IJIAT(OPMH.

lasixu BUpilIeHHs

3anpornoHoBaHa apxiTeKTypa PO3MOALICHOT CUCTEMH OpraHi30BaHa Ha TPHhOX PIBHSIX: JOKAJILHOMY
(miknporecHa B3aemonisi IPC uepe3 BucokompomyktuBHi Unix Domain Sockets), TpaHcmopTHOMY
(moBHOmyMIIeKCHAa acuHXpoHHa WebSocket-komyHikamis Ui OOMiHY JaHMMH B peajbHOMY dHaci) Ta
KJIaCTEpHOMY (JMHAMi4He OallaHCYBaHHS HABAHTAKEHHS Ta KOOPMHAIIIS MIKPOCEPBICIB sl 3a0e3MeYeHHS
TOPU30HTAJILHOTO MacTaOyBaHH:)[1-4].

KarouoBumu TeXHOJ’IOFiHMI/I, 11(¢] 33663H€‘ly}OTL 6(1)CKTI/IBH€ BI/IpiIHCHH}I IMMOCTABJICHUX 3aJa4 Yy
MEXKax aCI/IHXpOHHOI event-driven MO):[CJ'Ii, € BUKOPUCTAHHSA HC6J'IOKYIO‘{OFO BBCICHHA-BUBCACHHA (NOIl-



blocking 1/0O), sike MiHiIMi3ye HaBaHTa)K€HHS Ha OOYMCIIOBAaJIbHI pEeCypcu cepBepa, Ta BIPOBAKECHHS
KOMITAKTHHX TTPOTOKOIIB TIepeiadi JaHUX JUTsl 3HMKCHHS JIATCHTHOCTI 00MiHY iH(DopMariiero[4].

JonaTrkoBo 3aCTOCOBYEThCA MPEIUKTHUBHE YIPABIiHHS 4YepramMy IMOBIAOMIIEHB JJIS ONTHMI3arii
MOTOKIB JaHWX, a TaKOK CydacHI 3acoOM 3BOPOTHOTO TPOKCIFOBAaHHS, IO TapaHTYIOTh BHUCOKY
BIIMOBOCTIHKICTb 1 JOCTYMHICTH cepBiciB. Haniitnuii 3axucT iHdopMalifHUX KaHATIB Ha BCiX PIiBHIX
(dyHkuioHnyBaHHS ar(opMu 3a0e3MeuyeThes IHTETPaLliEr0 apXiTeKTypu Oe3MeKkn HylIbOoBO1 A0BipH (zero-
trust) i3 MexaHi3Mamu B3aeMHOI aBTeHTUdiKalii (mTLS) Ta HackpizHoro mudpyBaHHs[1-2].

APXITEKTYPA ONTUMI3OBAHOI YAT-MNTAT®OPMU PEAJIBHOIO YACY
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Pucynoxk 1. Cxema apXiTeKTypu ONTUMI30BaHOT pO3MOILUICHOT YaT-IIaT()OPMHU PEaNbHOTO Yacy.

Pesynpratu mogentoBanus. JlJis OLiHKY €(PEKTUBHOCTI 3alIPOIIOHOBAHOT apXITEKTypH OyII0
MPOBEJICHO HABaHTa)KyBaJbHE TECTyBaHHS 3 BAKOPUCTAHHAM iHCTpyMeHTapito Apache JMeter.

Tabmuns 2. Pesynsraru benchmark

ApxiTekTypa Avg latency CPU Connections
HTTP Polling 430 ms 78% ~1200

Long Polling 210 ms 61% ~3000
WebSocket+ JSON 95 ms 44% ~8500
WebSocket + Protobuf | 58 ms 37% >12000

+ UDS
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PucyHok 2. I'padik pesyaprariB benchmark, HaBantaxxenus na CPU

nsixu 3abe3nedenHs Oe3neku cucteMu. KOMIUIEKCHUH 3aXUCT TPAaHCIIOPTHOTO PiBHS 0a3yeTbes
Ha OaraTopiBHEBIil apXiTekTypi, 0 BKiItodae HackpizHe TLS-mudpysanns, auHamivamii Rate Limiting
Jutst potuii DDoS-arakam, cyBopy Balliiallito BXiJJHUX JJaHUX MPOTH 1H'EKIIIN Ta MOHITOPUHT aHOMAIN Yy



peanbHoMy 4aci. [IpoexryBanHs cucteMu BignoBigHo 10 cranaapry OWASP ASVS rapanTtye ii BUCOKY
CTIWKICTB IO TIOMIUPEHUX yPa3IMBOCTEH 1 HAIIHUH 3aXuCT iHPOpMAaIliHHUX MOTOKIB[3].

BucHoBku

IIpoBeneHe AOCHIKCHHS JOBOAUTH BUCOKY JOIUIBHICTh Ta IEPCICKTHBHICTh 1HTErpallii
WebSocket, Unix Domain Sockets, Protocol Buffers ta event-driven apxitexkTypu npu po3po0ui cyqacHIX
BHCOKOHABAHTAKEHUX CHCTEM pealbHOTO Yacy. OTprMaHi pe3yJIbTaTH IiITBEPKYIOTh, 1[0 BUKOPUCTAHHS
HEOJIOKYIOUMX MEXaHi3MIB OOMiHY JaHUMH JIO3BOJISE BUPIIIATU MPOOJIEMY HAJUIUIITKOBOTO MEPEKEBOTO
Tpadiky, npuramanHoro kiacuyauM HTTP-monmensm, 3a0e3neuyrou TapaHTOBAHE 3HIDKEHHS 3aTPUMOK
nepeaayi MmoBiJIOMIICHb, OE3MEPEIIKOHE TOPU3OHTAIbHE MacIITaOyBaHHS Ta ONTHUMI3allil0 CIIO)KHBAHHS
pecypciB CepBEpHUX BY3IiB.
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