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AHoTanisa

Ilybnixayis npucesuena 00CHiONCEHHIO apXimeKmypHUx cmpameziii nepege0eHHs CyuacHUxX NPOSPAMHUX CUCTEM HA
K8AHMOBO-CMILKI cmanoapmu wu@pysanna. Pozersdaemvcs ennue nocmkeanmogux Kpunmozpagdiuuux aieopummie Ha
3aMPUMKY CUCeMU, CHONCUSAHHA NAM’AMI MA HAKIAOHI eumpamu nio uac nepedaui Oanux. Busnaueno, ujo
BNPOBAOIICEHHS 2HYUKUX Kpunmoepagiunux piguie (cryptographic agility) 0o038018€ npocpamHum KOMNOHeHmMAam
aoanmyeamucs 00 MIHIUBUX 8UMO2 De3neKku be3 HeoOXIOHOCHI NOBHO20 PeOU3ALIHY CUCHEMU.

KuarouoBi caoBa: apxitektypa I13; moctkBaHTOBa KpumnTorpadis; KpunTorpadidHa THYUYKICTh, Oe3leKa TaHWX;
METO/IOJIOTisl Mirparlil; KBAaHTOBI OOYUCIICHHS.

Abstract

The publication is devoted to the analysis of architectural strategies for transitioning modern software systems to
quantum-resistant encryption standards. The impact of post-quantum cryptographic algorithms on system latency,
memory consumption, and data transmission overhead is examined. A structured migration framework is proposed to
isolate cryptographic primitives from the core business logic, thereby preventing architectural rigidity. It is determined
that the implementation of agile cryptographic layers allows software components to adapt to evolving security
requirements without requiring complete system redesign.

Key words: software architecture; post-quantum cryptography; cryptographic agility; data security; migration
methodology; quantum computing.

Introduction

Within the modern software engineering ecosystem, data security remains a foundational quality attribute.
However, the rapid advancement of quantum computing poses a critical threat to traditional asymmetric
encryption methods, such as RSA and ECC, which rely on the mathematical complexity of integer factorization
and discrete logarithms [1]. The eventual emergence of cryptographically relevant quantum computers
necessitates an immediate architectural shift toward lattice-based and code-based cryptographic primitives. A
significant challenge for software engineers is the "cryptographic rigidity" inherent in legacy codebases, where
security protocols are deeply intertwined with core functionalities [2]. Consequently, a systematic
methodology is required to decouple encryption mechanisms, ensuring a seamless and secure migration to
post-quantum standards while maintaining system stability, scalability, and performance.

Research results

The investigation indicates that a successful transition to quantum-resistant software depends heavily on
the implementation of cryptographic agility within the system architecture [2]. This study identifies a three-
tiered architectural framework designed to mitigate the performance overhead associated with larger key sizes
and increased computational demands of post-quantum algorithms [4].

First, an isolation layer must be introduced via architectural patterns such as the Abstract Factory or
Dependency Injection [3]. By separating the instantiation of cryptographic services from the execution logic,
components can switch between classical and post-quantum algorithms at runtime based on the security
context or data classification. This approach minimizes technical debt and preserves code maintainability.

Second, the structural integration of hybrid encryption schemes is evaluated. Due to the unverified long-
term stability of initial post-quantum algorithms, combining a classical cipher with a quantum-resistant



primitive provides a dual-layer defense mechanism. Utilizing the Decorator pattern allows developers to
dynamically wrap existing data streams with post-quantum encapsulation keys without modifying the
underlying transport protocols.

Finally, experimental analysis demonstrates that network protocols experience increased payload sizes
during the key exchange phase of lattice-based algorithms [1]. To balance scalability and security, a
microservices-based routing strategy is recommended, where computationally intensive cryptographic
verifications are offloaded to dedicated, independently scalable authentication services.

Conclusion

The research demonstrates that migrating software systems to post-quantum cryptography is an
architectural challenge rather than a simple dependency update. By establishing cryptographic agility through
structured design layers, software engineers can significantly reduce the complexity of system updates. While
the integration of quantum-resistant algorithms introduces additional latency and memory constraints, the
long-term benefit of a secure, sustainable, and future-proof architecture justifies the initial development
overhead. Ultimately, proactive architectural adaptation is a strategic necessity that protects digital assets
against future quantum threats.
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