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AHoTanis

Y pobomi posenanymo pone wimyunozo inmenexmy 6 cyuacHiu xibepbesneyi. Ilpoananizo8ano K MOMICIUBOCHI 11020
BUKOPUCMAHH 0I5 3AXUCIY THQOPMAYITIHUX cucmeM, MAK | pUSUKU 3aCMOCYBAHHS 3106 MUCHUKAMY. Busnaueno ochoeui
Hanpsamu po36UmKy mexHoa02il wmyyHo2o inmenekmy y cghepi Kibepzazpos.

KiaouoBi ciioBa: mtygHmii iHTEeNeKT, KibepOe3neka, KibepaTaky, MallnHHE HABYAHH:, 3aXHUCT iHPOpMALIii.

Abstract

The paper examines the role of artificial intelligence in modern cybersecurity. It analyzes both the possibilities of its
use to protect information systems and the risks of its use by attackers. It identifies the main directions of development of
artificial intelligence technologies in the field of cyber threats.
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Introduction

The rapid evolution of digital technologies has significantly increased the complexity and frequency of
cyber threats. Artificial intelligence (AI) has become a crucial tool in the field of cybersecurity, offering
advanced capabilities for both defense mechanisms and offensive cyber operations [1, 3].

Research results

On the defensive side, Al technologies, particularly machine learning algorithms, are widely used to detect
anomalies in network traffic and identify potential threats in real time [1]. These systems are capable of
processing vast amounts of structured and unstructured data, recognizing hidden patterns, and adapting to new
types of cyber threats. In addition, Al-based security solutions can automate incident response, reduce human
error, and significantly increase the speed and accuracy of threat detection, thereby enhancing the overall
resilience of information systems.

However, cybercriminals also leverage Al to improve the efficiency and sophistication of their attacks. For
instance, Al can be used to generate highly convincing phishing emails that mimic legitimate communication,
automate password-cracking processes through intelligent guessing techniques, and create deepfake content
for identity fraud and social manipulation [3]. Moreover, attackers may use Al to bypass traditional security
systems by continuously adapting their strategies in response to defensive measures.

The dual-use nature of artificial intelligence makes it both a powerful defensive tool and a significant
potential threat. As Al technologies continue to evolve, it becomes increasingly important to develop robust
cybersecurity strategies, implement ethical guidelines, and enhance regulatory frameworks in order to mitigate
risks associated with their misuse and ensure a secure digital environment.

Conclusion
Artificial intelligence plays a transformative role in modern cybersecurity. While it significantly enhances

the ability to detect and prevent cyber threats, it also introduces new challenges due to its potential misuse by
attackers. Therefore, balancing innovation and security remains a key priority for future research.
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