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AHoTanis

Tlybnixayis 0ocniodicye coyianbHy IHHICEHePIto K 00UH I3 HalleeKMUGHIUUX IHCIPYMeHmi6 CyuacHux Kibepamak. ¥
pobomi po3ensioacmspcsl, K 3106MUCHUKU SUKOPUCMOBYIOMb NCUXONOZIYHULL 6NIAUE, Q0GIPY, CIMPAX, MEPMIHOBICNG ma
HeOOI3HAHICMb KOPUCTYBAYIE O OMPUMAHHSA HECAHKYIOHO08AH020 00Cmyny 00 ingopmayiinux cucmem. Ocobrugy
yeazy npuoileHo @Qiumunzy, GIWUHZY, CMIWUHEY, AMAKAM Yepe3 COYIaNbHI mepedci ma Komnpomemayii 0ilo8o2o
JUCMYBAHHA. Y me3ax niOKpecnoemvcs, w0 HAGIMb HAUCYYACHIWI MeXHIYHI 3acobu 3aXucmy Moxcyms Oymu
HeepekmusHUMU, AKWO KOPUCIYBAY] He MAlomb O00CMAMHbLO20 pieHA Kibepobiznanocmi. Taxkooc po3eniaoaromscs
OCHOBHI MemoOu npomuoii coyianbHill iHoceHepii, 30Kpema HA8YaHHs NepcoHany, bazamopakmopua asmenmugikayis,
NOAIMUKY NepesipKu 3anumis, CUMyIAYil QIuuHe08UX amak ma Qopmy8anHs Kyavmypu Kibepbesneku 6 opeanizayisix.

KuarouoBi cioBa: comianpHa imKeHepis, kibepOesmeka, ¢immHT, KibepaTaku, TOACEKHN (akTop, iHQopMariiiHa
Oe3meka, KibepoOi3HAHICTb.

Abstract

This paper examines social engineering as one of the most effective tools used in modern cyberattacks. The study
analyzes how attackers exploit human psychology, trust, fear, urgency, curiosity, and lack of awareness to gain
unauthorized access to information systems. Special attention is given to phishing, vishing, smishing, social media attacks,
and business email compromise. The paper emphasizes that even advanced technical security tools may become
ineffective if users do not have a sufficient level of cybersecurity awareness. In addition, the study considers key
countermeasures against social engineering, including employee training, multi-factor authentication, request
verification policies, phishing simulations, and the development of a strong cybersecurity culture within organizations.

Keywords: social engineering, cybersecurity, phishing, cyberattacks, human factor, information security, cyber
awareness.

Introduction

In the modern digital environment, cybersecurity is often associated with technical protection mechanisms
such as firewalls, antivirus software, encryption, intrusion detection systems, and access control. However,
many successful cyberattacks do not begin with the exploitation of technical vulnerabilities. Instead, attackers
often target the weakest and most unpredictable element of any security system: the human being.

Social engineering is a method of manipulating people in order to make them disclose sensitive information,
open malicious links, install malware, or provide access to protected systems. Unlike purely technical attacks,
social engineering focuses on human psychology. That is why this type of attack remains highly effective and
relevant for individuals, companies, educational institutions, and public organizations.

Research results

Social engineering attacks are based on the exploitation of human emotions and habits. Attackers often
create a sense of urgency, imitate trusted people or organizations, and force victims to make quick decisions
without proper verification. For example, a user may receive an email that looks like a message from a bank,
university, delivery service, or manager. Such messages often contain malicious links or attachments.

One of the most common forms of social engineering is phishing. During phishing attacks, cybercriminals
create fake emails or websites to steal usernames, passwords, banking data, or other confidential information.
A victim may enter login credentials on a fake page that visually imitates a real service.

Another dangerous method is vishing, or voice phishing. In this case, attackers call victims by phone and
pretend to be bank employees, technical support specialists, or representatives of official institutions. The main
goal is to obtain passwords, verification codes, or remote access to the victim’s device.

Smishing is similar to phishing but uses SM'S messages or messengers. Attackers send short messages with
fake delivery notifications, payment warnings, or urgent security alerts. Since users often read such messages
quickly on mobile devices, they may not notice suspicious links or unusual domains.



Social networks also increase the effectiveness of social engineering. Attackers can collect open
information about a person’s workplace, friends, interests, or recent events. This information helps them create
personalized messages that look more realistic and trustworthy.

Business Email Compromise is another serious form of social engineering. In such attacks, criminals
impersonate company executives, partners, or suppliers and request money transfers or confidential
documents. These attacks may not use malware at all, because they rely mainly on trust and authority.

The main problem of social engineering is that it can bypass many technical security measures. Therefore,
protection must include not only software and hardware tools, but also regular cybersecurity awareness
training. Users should know how to recognize suspicious messages, check links, verify requests, and report
possible incidents.

Multi-factor authentication is also an important defense mechanism. Even if attackers steal a password,
they will not be able to access the account without an additional verification factor. Organizations should also
introduce clear procedures for confirming financial operations, password resets, and access requests.

Conclusion

Social engineering remains one of the most effective tools of cyberattacks because it targets the human
factor. Phishing, vishing, smishing, social media manipulation, and business email compromise show that
attackers can successfully exploit trust, fear, urgency, and lack of awareness.

Technical protection tools are important, but they cannot fully protect an organization if users are not
prepared for psychological manipulation. Therefore, the most effective defense against social engineering is a
combined approach that includes user education, multi-factor authentication, verification procedures, incident
reporting, and the development of a strong cybersecurity culture.
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