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AHoTanis

Y pobomi posensnymo cyuacui 3acpozu 3axucmy NEPCOHANbHUX OQHUX 6 YMO8AX yu@posoi mpancgopmayii.
Ilpoananizoano HOPMAMUBHO-NPABOBE MEXAHIZMU PEYNIOBAHHA Y chepi 3axucmy Oanux. 3anponoHo8AHO KOMIIAEKCHUL
nioxio 00 nidsuueHHs pieHs KibepOe3neKu Ha MexXHIYHOMY, NPABOBOMY MA OCEIMHbOMY DIGHSIX.

KarouoBi ciioBa: nepconanbHi nai, kibepoesneka, BuTik nanux, GDPR, mmdpysanus, nudpoBa rpaMOTHICTS.

Abstract

The paper examines contemporary threats to personal data protection in the context of digital transformation. Legal
and regulatory mechanisms for data protection are analyzed. A comprehensive approach to improving cybersecurity at
the technical, legislative, and educational levels is proposed.
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Introduction

The rapid expansion of digital technologies has fundamentally transformed how personal information is
collected, stored, and processed. Social media platforms, e-commerce services, healthcare systems, and
financial institutions handle vast volumes of sensitive user data on a daily basis. As a result, personal data has
become one of the most valuable assets in the modern economy, and simultaneously, one of the most targeted
resources in cyberspace. According to IBM’s Cost of a Data Breach Report 2023, the global average cost of a
single data breach reached $4.45 million, the highest figure ever recorded [1]. This alarming trend underscores
the urgent need for robust and comprehensive personal data protection strategies.

Main part

Personal data breaches occur as a result of various attack vectors, including phishing, ransomware,
credential stuffing, and insider threats. Phishing remains the leading cause of data compromise globally: the
Anti-Phishing Working Group (APWG) reported over 4.7 million phishing attacks in 2022 alone, representing
a 150% increase compared to 2020 [2]. These attacks exploit human vulnerability rather than technical flaws,
which highlights a critical weakness in the current security landscape — the human factor.

On the legislative front, the General Data Protection Regulation (GDPR), enforced by the European Union
since 2018, represents the most comprehensive framework for personal data protection to date. It establishes
strict requirements for data collection, processing, and storage, mandates informed user consent, and
introduces significant financial penalties for non-compliance — up to €20 million or 4% of annual global
turnover [3]. However, the enforcement of GDPR across different jurisdictions remains inconsistent, and many
countries still lack equivalent national legislation, leaving millions of users inadequately protected.

From a technical perspective, several proven solutions exist to safeguard personal data. End-to-end
encryption using standards such as AES-256 ensures that data remains unreadable to unauthorized parties
during transmission and storage. Multi-factor authentication (MFA) significantly reduces the risk of account
compromise by requiring users to verify their identity through multiple channels. The Zero Trust security
model, formalized by the National Institute of Standards and Technology (NIST) in Special Publication 800-
207, proposes that no entity — internal or external — should be automatically trusted, and that access must be
continuously verified and granted on a least-privilege basis [4]. These technologies, when implemented
together, substantially reduce the attack surface for malicious actors.



Despite the availability of technical and legal tools, studies consistently identify human behavior as the
weakest link in data security. Research published by Stanford University found that approximately 88% of all
data breaches are caused, at least in part, by employee error [5]. This finding emphasizes that cybersecurity
awareness and digital literacy programs are not supplementary measures — they are essential components of
any effective data protection strategy. Organizations must invest in regular security training, simulated
phishing exercises, and clear internal data-handling policies.

Conclusions

Personal data protection in the digital age is a multidimensional challenge that cannot be addressed by a
single solution. Effective defence requires the convergence of three equally important pillars: strong legislative
frameworks such as GDPR that establish clear accountability; advanced technical measures including
encryption, MFA, and Zero Trust architecture; and continuous investment in human-centered cybersecurity
education. Future research should focus on the application of artificial intelligence for real-time anomaly
detection in data flows, as well as the development of globally harmonized data protection standards.
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