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Anomauisn

Y mesax oocnioscyemocsi npobnema 3abesneuenns 6ioMosocmiukocmi ma 6e3nepepeHoi 00CMynHOCME RPOSPAMHUX
niamgopm, npusHaueHux OJisi KOOPOUHAYLL 2yMaHimapHoi 0onomoau 8 ymosax Haozsudainux cumyayin. O6rpynmosano
KPUMUYHICMb 8UMO2 00 OOCMYNHOCHE OJi1 MAKUX CUCmeM 3 0271510y HA IX pob Y 30epedceHHI H0OCbKO20 HCUMMSL.
3anpononoeano komnieKcHy apximexmypy 6iOMOB0CMIlIKOL 6e6-niam@popmu, sIKa OXONIOE Mexanizmu penaikayii 6azu
OAHUX, 20PU3OHMAILHO20 MACUMAOYEAHHS, KEUYB8aAHHs, ACUHXPOHHOI 06poOKU NoOil ma oguatin-@yHKYIOHATbHOCMIE
xknienma.  Chopmynrbo6ano  6UMIpIO6aHi He@DYHKYIOHANbHI  6UMO2U 00 OOCHYNHOCMI, YAcCy BIOHOGIeHHS Mmda
npodykmuernocmi cucmemu. Po3pobneno mampuyio cyenapiis 6iomos i 6i0nosionux cmpamezii nom skutenHs. Ananiz
NOKA3YE, WO NOEOHANHS APXIMEKMYPHUX PIlleHb i3 MOHIMOPUHZOM MA AGMOMAMUYHUM GIOHOBIEHHAM 00380JISE 00CASMU
Yinb0602o piens docmynnocmi 99.5% nasimo 6 ymosax decpadayii 306Hiunb01 iHpacmpykmypu.

KniouoBi cioBa: BiIMOBOCTIHKICTh, BHCOKa JOCTYIHICTb, TyMaHiTapHa JOIMOMOra, HaJI3BUYaiHI CHTYyaIlii,
perutikaiisi 0a3u TaHUX, TOPU3OHTANILHE MaclITaOyBaHHs, O(IaiH-PeXUM, HEQYHKIIIOHAIbHI BUMOTH.

Abstract

This article examines the issue of ensuring fault tolerance and continuous availability of software platforms
designed to coordinate humanitarian aid in emergency situations. The critical nature of the availability requirements
for such systems is justified, given their direct role in saving human lives. A comprehensive architecture for a fault-
tolerant web platform is proposed, encompassing database replication, horizontal scaling, caching, asynchronous event
processing, and client-side offline functionality. Measurable non-functional requirements for system availability,
recovery time, and performance are formulated. A matrix of failure scenarios with corresponding strategies for their
minimization has been developed. Analysis shows that combining architectural mechanisms with automated monitoring
and recovery allows achieving a target availability level of 99.5% even under degraded external infrastructure
conditions.

Keywords: fault tolerance, high availability, humanitarian aid, emergency situations, database replication, horizontal
scaling, offline mode, non-functional requirements.

Introduction

Digital coordination platforms for humanitarian aid have become critical infrastructure in modern
emergency response. During armed conflicts, natural disasters, and man-made catastrophes, these systems
carry the operational load of routing aid requests from affected populations to volunteer organisations, tracking
resource inventories, and enabling real-time communication between all stakeholders. The failure of such a
platform at a critical moment — a server outage, a database crash, or a communication disruption — directly
translates into delayed or misdirected assistance, with potentially fatal consequences for wvulnerable
beneficiaries [1].

Unlike enterprise software, where temporary unavailability causes financial inconvenience, a humanitarian
coordination system operates under a different risk profile: its users include people in acute distress with
limited alternative means of communication, volunteer coordinators managing logistics in chaotic conditions,
and donors whose confidence in the system is fragile. A 2022 analysis of digital humanitarian tools deployed
during the conflict in Ukraine found that platform downtime during peak crisis periods resulted in an average
18-minute delay per aid delivery cycle and a measurable increase in duplicate request submissions [2]. These
figures illustrate why availability and fault tolerance must be treated as first-order design requirements, not
afterthoughts.

The research presented in this paper addresses the challenge of engineering a humanitarian aid coordination
platform that maintains its core functions under failure conditions characteristic of emergency deployments:



unstable connectivity, infrastructure damage, sudden demand spikes, and dependency failures in external
services. We propose a layered fault-tolerance architecture, formulate verifiable availability requirements, and
analyse recovery strategies across six representative failure scenarios.

Availability and Resilience Requirements

Humanitarian coordination platforms operate in a context that imposes requirements substantially more
stringent than typical commercial web applications. Three factors compound the availability challenge. First,
demand spikes are unpredictable and can be extreme: a single significant event in a densely populated area can
generate hundreds of aid requests within minutes. Second, the operator’s technical capacity is typically limited
— the platform must be manageable by a small DevOps team, often without access to on-premises
infrastructure. Third, field users (volunteers and beneficiaries) frequently operate on mobile devices with
unstable connectivity in degraded network environments [3].

Based on these operational constraints, a set of measurable non-functional requirements (NFR) for the
platform was formulated. The availability target of 99.5% per calendar month was derived from the Sphere
Humanitarian Standards’ expectation that digital support systems should not constitute a bottleneck in the
humanitarian response chain [4]. This corresponds to a maximum permissible downtime of approximately 3.6
hours per month. Table 1 presents the complete set of availability and resilience requirements with their
acceptance metrics and verification methods.

Table 1. Non-functional requirements for availability, resilience, and performance

ID Requirement Acceptance metric Verification method Priority
. A System uptime > 99.5% per calendar | Uptime monitoring
NFR-01 | Service availability month service Must Have
. Mean time to recovery (MTTR) <4 | Failover drill; incident

NFR-02 | Recovery time hours after failure log Must Have
Automated daily backup; recovery -

NFR-03 | Data backup point objective (RPO) < 24 h Backup log verification Must Have

NFR-04 | Response latency /F;%SI f:g;ofsff 52 Of)eﬁlzormal load; Load testing (JMeter) Must Have

NFR-05 | Concurrent load rseésliigshjv?g:gz tE di%(:asc;g:?(:;aneous Stress testing Must Have
Volunteer delivery confirmation Offline simulation

NFR-06 | Offline capability operable offline; sync <30 s on (DevTools) Should Have
reconnect

NFR-07 | Horizontal scaling SZue gt%}flgvxgﬂrprzpf?cr':&rg: If(s)(r:eﬂg-ﬁut; Scaled load test Should Have

NFR-08 | Transport security I:bss lérzazzol Z” data in transit; SSL SSL Labs API audit Must Have

The requirements in Table 1 are intentionally formulated in a verifiable, metric-based form to avoid the
common anti-pattern of vague non-functional specifications such as "the system shall be highly available."
Each requirement includes an explicit acceptance criterion that can be evaluated through a defined test
procedure, enabling objective certification of the system’s resilience properties before deployment [5]. The
Mean Time to Recovery (MTTR) target of four hours for a full datacenter failure (NFR-02) was set in
alignment with typical humanitarian operation planning cycles, which assume a four-hour window for
contingency activation [4].

Fault-Tolerant Architecture
The proposed architecture organises the platform into three logical tiers — Client, APl Gateway, and
Backend Services — connected through standardised interfaces and designed according to the principle of
defence in depth: each tier independently implements resilience mechanisms so that a failure in one tier does
not cascade to others. Figure 1 provides an overview of the component structure and the infrastructure layer
that supports all tiers.




Client Layer API Gateway + LB Backend Services
* React.js SPA * NGINX load balancer « Stateless Node.js pods
* Progressive Web App " * Rate limiting " * Redis session cache
« Offline cache (SW) * TLS termination * BullMQ task queues
* Adaptive layout * Health-check probes * PostgreSQL + replica

< Infrastructure: Cloud hosting (EU/UA region) « Automated daily backups (S3-compatible) » Monitoring & alerting (Uptime
Robot + Grafana) <

Fig. 1. Fault-tolerant architecture of the humanitarian aid coordination platform

The Client tier is implemented as a React.js Single-Page Application (SPA) with Progressive Web App
(PWA) capabilities. A Service Worker intercepts network requests and serves cached responses when the
backend is unreachable, ensuring that coordinators can continue to view request lists and volunteer assignments
during brief outages. Delivery confirmation data submitted by volunteers in offline mode is persisted in the
browser’s IndexedDB and synchronised via the Background Sync APl when connectivity is restored [6]. This
client-side resilience is particularly important for field volunteers operating in areas with damaged
telecommunications infrastructure.

The APl Gateway tier uses NGINX as a reverse proxy and load balancer, distributing incoming requests
across multiple backend pod replicas. NGINX performs active health-checking of backend instances every
five seconds; pods that fail two consecutive checks are temporarily removed from the rotation. TLS termination
at this layer ensures that encryption is applied uniformly without imposing computational overhead on
individual application servers. Rate limiting at the gateway prevents a surge of requests from a single source
from exhausting backend capacity, a failure mode observed during high-profile emergency announcements on
social media [2].

The Backend tier is composed of stateless Node.js application servers, a Redis instance for session storage
and short-lived caching, a BullMQ task gueue for asynchronous operations such as email dispatch and report
generation, and a PostgreSQL database cluster configured with streaming replication to a hot standby. The
stateless design of the application servers is critical: it allows any request to be handled by any pod, which is
a prerequisite for both horizontal scaling and zero-downtime rolling deployments. Session state is externalised
to Redis, which is itself protected by persistence configuration (AOF mode) and a configurable eviction policy
that prioritises session data over transient cache entries.

The PostgreSQL primary-replica setup uses synchronous streaming replication with automatic failover
managed by pg_auto_failover. Under normal operation, all writes go to the primary and reads are distributed
between primary and replica. Upon detection of a primary failure, pg_auto_failover promotes the replica to
primary within approximately 60 seconds, updating the application’s database connection string via a virtual
IP. This architecture limits the blast radius of a database node failure to a brief interruption rather than a total
loss of data persistence. The Recovery Point Objective (RPO) of 24 hours is guaranteed by daily automated
snapshots stored in a geographically separate object storage bucket.

Failure Scenario Analysis

A structured analysis of failure modes and their consequences was conducted to identify the most likely
failure scenarios that could have the most serious consequences for the platform, as well as to confirm that
the architectural mechanisms described above provide an adequate level of protection. Six scenarios were
identified based on incident data from existing humanitarian platforms [2; 3] and general cloud service
reliability statistics [7]. Table 2 presents each scenario alongside its mitigation mechanism, recovery time
target, and residual impact after mitigation.

The most operationally significant scenario is the offline network partition experienced by field volunteers
(row 3 of Table 2). Unlike server-side failures, which are typically resolved within the infrastructure layer
without visible impact on coordinators, a network partition forces the client application to operate in a degraded
mode where the synchronisation of locally stored data becomes dependent on the volunteer’s connectivity.
The Progressive Web App architecture with Background Sync addresses this scenario by storing confirmations
in a persistent local queue rather than failing silently, ensuring data integrity even when the confirmation
arrives at the server hours after the physical delivery.

The analysis also highlights the importance of graceful degradation for external service dependencies. The
mapping APl and email notification service are both non-critical to core request management functionality: if
they become unavailable, the platform continues to operate in a reduced mode where coordinators use text-
based address views and in-app notifications replace email. This hierarchy of functionality — core operations



> notifications > mapping > analytics — guides the circuit breaker configuration in the backend services,
ensuring that a failure in a lower-priority subsystem does not propagate upstream [8].

Table 2. Failure scenarios, mitigation mechanisms, and residual impacts

Failure scenario Mitigation mechanism Recc;\éigzttlme Residual impact
Database primary Streaming replication to hot standby; <60's In-p;g?lgergs;a\(/:vkr!tz tr??;;?gr??:trr?:g be
failure automatic failover via pg_auto_failover - : > 40P
idempotent requests

Kubernetes liveness & readiness probes Requests queued at gateway during

Application pod crash restart failed pod; load balancer routes <30s restart; no data loss due to stateless
away immediately design

Network partition Service Worker caches critical assets; Confirmations accumulate locally;
(volun tee? field device) IndexedDB stores delivery confirmations <30 ssync coordinator sees pending status until

locally; background sync on reconnect sync

Asynchronous queue (BullMQ) with . R -
SMTP / notification exponential back-off retry (max 5 <7h nol'fiz‘?c?ellltir(])(r)]tslEﬁzgf%rge?je'lﬁgerg, :Jr:e-si%gta
service outage attempts over 2 h); graceful degradation = 0SS ' 4
to in-app only

Mapping API Ciacfhed t:Je Ia)_/er ser\_/e;]d frolr_n CDN;_ Immediate Geospatial density scoring paused;
unavailability platform functions without live map; fallback manual override available

coordinators use text-based address view

Daily snapshots to geo-redundant object Operations suspended during recovery;
Full datacenter failure storage; manual failover to secondary <4h data loss bounded by RPO (<24 h of

region within MTTR SLA transactions)

The operational availability A of the system, expressed as a function of mean time between failures (MTBF)
and MTTR, is given by:

A = MTBF / (MTBF + MTTR)

With a target MTTR of 4 hours and an MTBF of at least 792 hours (derived from the 99.5% uptime target),
the system must experience no more than one failure event per 33 days on average. The multi-tier redundancy
described above is designed to ensure that only full datacenter failures — estimated at a probability of under
0.02 per year for major cloud providers [7] — would approach this MTTR bound, while individual component
failures are masked by automatic failover within seconds to minutes.

Monitoring, Alerting, and Operational Continuity

Fault tolerance at the architectural level is necessary but insufficient without a monitoring and alerting layer
that provides operators with timely visibility into system health. The platform integrates three complementary
monitoring tools. External uptime monitoring using a synthetic check service (configurable to 1-minute
intervals) provides an objective, outside-in view of availability that is independent of the internal infrastructure
and can detect network-level failures invisible to internal metrics. Internal metrics collection using Prometheus
with a Grafana dashboard tracks CPU, memory, request latency, error rates, and queue depths across all
components, enabling proactive identification of performance degradation before it manifests as a user-visible
outage [9].

Structured JSON logging at a minimum INFO level for all critical operations is a prerequisite for effective
post-incident analysis. Each log entry includes a correlation identifier that links related events across services,
enabling reconstruction of the complete causal chain of a failure. The audit journal, maintained for security
and accountability compliance [10], serves a dual purpose: it satisfies regulatory requirements for humanitarian
organisations and provides a forensic record for reliability engineering.

Runbook documentation — step-by-step operator procedures for each identified failure scenario — is
maintained alongside the codebase and reviewed quarterly. This practice reflects the recognition that
automated recovery handles the majority of failure events, but human judgment remains essential for complex,
multi-component failures that fall outside the scope of automated responses. The runbooks specify clear
escalation paths, role assignments, and communication protocols to ensure that the human response is as
systematic and fault-tolerant as the technical one [3].



Conclusions

This paper has presented a comprehensive approach to ensuring fault tolerance and continuous availability
of a humanitarian aid coordination platform designed for deployment under emergency conditions. The core
contribution is a layered architecture that implements independent resilience mechanisms at each tier — client-
side offline functionality, gateway-level load balancing and health-checking, stateless application servers with
automatic restart, Redis-backed session management, and PostgreSQL streaming replication with automated
failover — such that failures at any single tier are absorbed without cascading to the system as a whole.

The formulated availability requirements (Table 1) establish a measurable contract between the engineering
team and the operational stakeholders: a 99.5% monthly uptime commitment, a four-hour MTTR for severe
failures, and a 24-hour RPO for data recovery. The failure scenario analysis (Table 2) validates that each of
the six most likely failure modes has a defined mitigation path with a recovery time consistent with these
targets.

The offline-first design for field volunteers, implemented via Progressive Web App technologies and
Background Sync, addresses a failure mode specific to humanitarian deployments that is rarely encountered
in commercial web applications: the systematic unavailability of network connectivity in the areas where the
platform is most needed. This feature, combined with graceful degradation of external service dependencies,
ensures that the core request management workflow remains operational even when surrounding digital
infrastructure is severely degraded.

Future work will focus on three areas: empirical validation of the recovery time targets through chaos
engineering experiments in a staging environment; extension of the offline capability to coordinator workflows
beyond delivery confirmation; and investigation of edge-computing deployment models for environments
where centrally hosted cloud infrastructure is inaccessible due to conflict or infrastructure damage.
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