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KOPEJSIIIMHUA AHAJII3 IOAIM BE3NEKMU (SIEM) JIJISI BU-
SIBJEHHS ETAITY « LATERAL MOVEMENT» HA OCHOBI CH-
HTE3Y TEXHIYHUX TA OPTAHIBAIIIMHUX JAHUX

BiHHMIIEKMI HAIlIOHATBHUI TEXHIYHUA YHIBEPCUTET

Anomauisn

Y pobomi oocniooiceno cneyughixy usenenuss emany copusonmanvro2o nepemiwenns (Lateral Movement) ¢ ymogax
BUKOPUCMAHHS 3106MUCHUKAMU IeiMUMHUX IHCmpymenmie aominicmpysannsi (Living off the Land). Ilpoananizosano
KII0408i HeQOoNiKU KiacuuHux npasun xopeaayii SIEM-cucmem nopieHsaHo 3 KOHMEKCMHO-0PIEHMOBAHUMYU NIOX00amu,
30Kpema He30amHicmy po3pizHAmu Oii 3M106MUCHUKIG MA Ne2iTMUMHUX AOMIHICMPamopie npu 6UKOPUCTAHHI 8ANIOHUX
06nixosux sanucie. Busnaueno npobiemy «konmexcmuoi ciinomuy ma «emomu 6i0 mpugoay (Alert Fatigue), wjo unuxae
yepes 8UCOKULL PiBeHb NOMUIKOBUX CNPAYI08AHb | YCKAAOHIOE pobomy yenmpie monimopuney oesnexu (SOC). Ha ocrosi
ananizy mexuik MITRE ATT&CK 3anpononogano memoo onmumizayii npagun xopenayii, wo 6a3yemvca Ha cunmesi
MeXHIYHUX NOOIll I3 OP2aHI3aAYIUHUM KOHMEKCMOM (POib KOpUCmy8aua, KPUmuyHicms akmusy, 4acosi pamku) ma OuHa-
MIYHIT OYIHY] PUUKY.

Karouosi cioa: SIEM, Lateral Movement, kopensiiiiHuii aHami3, CHHTE3 JaHNX, KOHTEKCTHO-OPi€EHTOBAHUI MiAXi,
SOC, Living off the Land.

Abstract

The paper examines the specifics of detecting the Lateral Movement stage under conditions where attackers use
legitimate administrative tools (Living off the Land). Key shortcomings of traditional SIEM correlation rules are analyzed
in comparison with context-oriented approaches, particularly their inability to distinguish malicious activity from
legitimate administrator actions when valid credentials are used. The study identifies the problems of “context blindness”
and “alert fatigue,” which arise due to a high rate of false positives and significantly complicate the work of Security
Operations Centers (SOC). Based on an analysis of MITRE ATT&CK techniques, a method for optimizing correlation
rules is proposed. This method is based on synthesizing technical events with organizational context (user role, asset
criticality, time frames) and on dynamic risk assessment..

Keywords: SIEM, Lateral Movement, correlation analysis, data synthesis, context-oriented approach, SOC, Living
off the Land.

Beryn

J11s MOHITOPHHTY O€3MeKH Ta YIPaBIiHHS iHI[UICHTaMH B KOPIIOPATHBHUX MEPEXax CTaHJAPTHUMH CTal
SIEM-cucremu, 1o 30uparTh BeIMUYE3HI MACUBH JaHUX 3 PI3HUX JpKepen. [t BUSBICHHS CKIIQIHUX IiJIeCTI-
PSAMOBaHHMX aTak, B SIKUX 3JIOBMUCHHKH TEpEXOJiiTh JO €Taly ropu3oHTalbHOro mepemimenns (Lateral
Movement). Jlenauni yacrime asst peasisaiii i€l YaCTUHU CTall BUKOPUCTOBYBaTH TexHiku «Living off the
Land» (LotL), Mackytoun cBOi Aii i IETITUMHY aKTHBHICTh CHCTEMHHX aIMiHICTPaTOPIB 32 JOITOMOTOI0 CTa-
HaaptHux iHcTpyMeHTiB OC (PowerShell, WMI, RDP).

AXTyasbHICTh TEMH 3yMOBJICHA TUM, 1[0 METO/IM KOPETSAIIi MOoJIi1 cTatoTh Hee(heKTUBHUMHU, KO 3JIOBMH-
CHHKH BHKOPHCTOBYIOTh CKOMIIPOMEHTOBaHI BaJIiIHI OOJIKOBI 3aIMCH, OCKIIBKH ONMPAOTHCS BUKIIOYHO Ha
TEXHIYHI CUTHATYypH Ta CTaTH4Hi npaBuia. BincyTHicTs BpaxyBaHHS 0i3HEC-KOHTEKCTY MPU3BOAMTH 10 BHCO-
KOro piBHsA moMuikoBux crpaioBadb (False Positives). Ile mepeanrtaxkye amamitukis SOC (Security
Operations Center) ta 3HWKY€ MBHIKICTh pearyBaHHs Ha peajbHi 3arpo3u.

Mertoto 1aHoi poOOTH € MiABUILEHHS €(EeKTUBHOCTI BUSABJICHHS IPUXOBAHOTO IIEPEMILIICHHS 3]I0BMUCHHUKA
B MEPEKi LUITXOM PO3POOKH METOY KOPEJSLIHHOTO aHaIli3Yy, 110 0a3yeThCsl HA CHHTE31 TEXHIYHUX HOiH 0e3-
MEKH Ta KOHTEKCTHUX OpPraHi3allifHuX JTaHUX.

Pe3yabTaTtu gociaigxeHHs

1. TpodremaTnka BusiieHHs Lateral Movement



Lateral Movement — 1ie mporiec, mia 9ac SKOro 3JI0BMHCHHKH TIIHOOKO IPOHUKAIOTH B 3aPaKEHY CHCTEMY
JUTS TOrO, a0M KOHTPOJIFOBATH J0AAaTKOBI CHCTEMH a00 OTPUMATH IOCTYI 10 KOH(DIACHIIINHUX JaHMUX 1 Bpa3-
nuBocteid. [1]

AHani3 cyyacHUX MiAXOiB A0 BUSBICHHS TOPU30HTAIBHOTO MEPEMIIICHHS 37TOBMUCHUKA JI03BOJIUB BHIi-
JIUTH HU3KY KPUTHYHUX IPoOIEM, sIKi yCKIIaAHIOIOTh CBOEYACHE pearyBaHH Ha IHIUICHTH:

—HecymicHicTs (hopMaTiB TaHUX AJIST aBTOMATH30BAHOTO aHATI3y. 3a JOIOMOTOI0 CTAaHAAPTHHIX Xaco-
6iB noryBannst Windows nogii 36epiratotecst y OinapHomy ¢opmati EVTX. Lleit ¢popmaT € onTUMi30BaHUM
Tt 30epiranHs, ajie HENPUIATHAM JUIA TIPSIMOi 0OpOOKH alropuTMaMi MAITHHHOTO HAaBYaHHS, AKi OTpeOy-
I0Th CTpyKTypoBaHuX Tabmuaanx panux (CSV). Lle ctBoproe TexHiuHUi O6ap'ep Ha eTami 300py Ta morepe-
HBOI 00p0oOKHM iHPOpMaIii, BuMaraun po3poOKH Crieniani3oBaHuX IHCTPYMEHTIB KOHBEPTALlii Ta HAPCHHTY.

—CknagHicTh BU3HAYCHHS €TAIOHY «HOPMAIBHOI MOBENiHKW». st TOro, abu KOPEKTHO BHSBISATH
aHoMaJIil BayKIMBUM € (hopMyBaHHS YHCTOI HaBYanbHOI BUOipku (Baseline). HeoOxigHicTh rapaHTiid, o AaHi,
3i0paHi U1 TpeHyBaHHS MOJENI, BiIOOpaXaroTh BUKIIIOYHO JIETITUMHY AisJIbHICTH KOPUCTYBadiB € mpobie-
Mo10. OCKIJIbKH HasIBHICTh OY/Ib-KHX IIPUXOBAHUX aTak a0o «IIyMy» Y HaBUYaIbHOMY Ha0OPi MOXKe TPU3BECTH
JI0 XHOHOTO HaBYAHHS MOJICITI Ta HE3IaTHOCTI pO3ITi3HABATH peaibHI 3arpo3H.

—IIpocti curHatypHi MeToau € HeeEeKTHBHUMH MPOTH MOBemiHKOBHX aHomamii. ITpu Lateral
Movement xii 3T0BMHUCHHKIB YacTO HE MaIOTh YiTKUX CUTHATYP, & MPOSIBISIFOTHCS SIK CTATHCTHYHI BiAXUIICHHS.
Knacw4ni 3aco0u He 371aTHI €eKTHBHO OI[IHIOBATH KIIACTEPHY NMPUHANICKHICTH Ta HIUTBHICTH PO3MOILTY TIO-
Iiit, TOOTO aHOMAaTBHO HU3BKY IIIIBHICTH y POCTOPI O3HAK.

— AHani3 [anux norpedye rHyYKOro iHCTpyMeHTapito. BupimeHHs 3a1a4 KiacTepu3allii Ta CTaTUCTH-
YHOTO aHaji3y BHMara€ BUKOPHCTaHHS MOB MpPOTPaMyBaHHS 3 INMPOKHM cIieKTpoMm Oi0miorek s Data
Science (Takux sik Python), mo mo3Bomsie peamizyBaTv CKIIaJHI aNTOPUTMHU OOPOOKHM JaHWX, HEJOCTYIIHI B
"kopoOKoBHX" TpoAyKTax. [2]

OTke, OCHOBHA MpobJeMaTHKa MOJSTae y He0OX1THOCTI aBTOMaTH30BaHOTO TIEPETBOPEHHSI CUPUX JIOTIB
Sysmon y mpunaTHA Ui aHANi3y OopMar Ta 3aCTOCYBaHHI MaTEeMaTUYHUX METOMIB JUIS BHSIBIICHHS aHOMa-
JIH, 110 BIAXHISIOTHCS BiJ MOJIEJI JIETITUMHOI OBEIIHKHU

2. SIk mpanooTh cranaaptThi npasuia SIEM. Anaunis HeedekTuBHOCTI Kiacuunnx Meroais SIEM

SIEM (Security Information and Event Management) — 1ie iHCTpyMeHT KiOep3axHCTy, SIKUi CTBOPEHHIA IS
TOT0, 100 KOMTIaHi{ MOTJIH IIBUKO BUSBISATH MOTEHIIiIHI 3arpO3H1 Ta YCYBATH iX I IO TOTO, IK BOHH 3aIIIKO-
IsTh O13Hec-mporiecaM. Taka cuctema nmornomarae (axiBisiM 3 iH(GOpMaIliiHOT O€3MeKH BiJICTEKYBATH ITi103-
pllly akTHBHICTB 1 HECTaHJAPTHY MTOBEIHKY KOPUCTYBaUiB.

Ha G6a3oBomy piBHi Bci cucremu SIEM BUKOHYIOTH Taki QyHKIII:

—30ip Ta ynpaBiiHHA XypHanaMmu. IHpopmauito npo noxii 3 pisHux mxepen B IT-iHdpacTpykTypi
koMmmaHii 30upae SIEM Tta anasnizye B peajibHOMY 4aci.

— Kopemnsiist moaiid. AHamITHYHI iIHCTPYMEHTH IIBUAKO BUSBISIFOTH CKIIA/IHI TATEPHHU Y TaHUX, 110 JI0-
ToMarae mBUAKO ieHTH(iKyBaTH OTEHIIHI 3arpo3H.

—MomniTopuHr iHIMACHTIB. Y €1uHii maneni ynpapninas cucteMu SIEM neHTpanizyroTh aHai THYHI
nani. Tam KoMaHIM Oe3MEeKH MOXKYTh BiJICTE)KYBAaTH aKTHBHICTh, COPTYBATH CIOBIIIICHHS, BUSIBIISITH 3arpo3u
Ta ONEpPaTHBHO pearyBaTH abo yCyBaTH iX.

—Bianoinnicte. Cuctemu SIEM € eeKTUBHUM 1HCTPYMEHTOM JUIsl IEPEBIPKH BiAMOBITHOCTI CTaH-
naptram PCI DSS, ISO, GDPR, HIPAA Ta inmmm y peansHomy uaci. [3]

Knacuuni cucremu SIEM edexTrBHO BHPINIYIOTH 337124 BiAMOBIAHOCTI CTaHIApTaM Ta BUABIEHHS 0a30-
BHX 3arpo3, MpoTe € Hee(PeKTUBHUMU TIpH MPOTHIT miectpssmoBanuM atakaMm (APT) Ha eramni ropu3oHTaNb-
HOTO MepeMilieHHsI. ['0JIOBHOIO MPUYMHOIO IIBOT0 € OOMEKEHICTh CTATHUHUX MPaBUJI KOPEJIALi, sKi criupa-
I0TBHCS Ha JleTepMiHOBaHy Joriky. Hampuknan, ¢ikcaist KimbKOCTi HEBIANKX CIpo0 BXOLy 338 XBWIMHY. Y CY-
YaCHOCTI K 3JIOBMHCHUKH BUKOPHUCTOBYIOTh TakTHKY «Low and Slow», po3raryioun cBoi aii y yaci.

KnacuuHuii MeTo 1 KOpeJsiii aHaIi3ye MO0 130Jb0BaHO Bl Oi3HEC-JIOTIKK OpraHizarii, (PiKCyIOuH JInIie
TEXHIYHUH (HaKT yCHINIHOTO BXOly KOPUCTyBaya Ha cepBep a0o 3arycky nporiecy. Cucrema He BpaXOBY€E KpH-
TUYHO BaXKJIMBI METaJaHi, TaKi SK BiIMOBIIHICTh Yacy akKTUBHOCTI poOodomy rpadiky criBpoOiTHHKaA, Horo
nocazioBi 000B’s13kH a00 THIIOBICTH BUKOPUCTOBYBaHOi IP-anpecu. be3 cuHTEe3y TeXHIYHUX MOJIH 13 UM Op-
rafizamiiinuM KoHrekcrom SIEM-cucrema He 31aTHA BIAPI3HUTH JIETITAMHHUN CeaHC ajMiHICTpaTopa Bix Jik
3JI0BMUCHHKA, SIKHI OIepy€e BKPaIEHOIO CECIETO.

KommneHncauis HemonikiB cipo0or0 MiABUIEHHSM YyTIMBOCTI MPAaBUJI MPHU3BOAMUTE A0 JIABUHONOAIOHOTO
3pOCTaHHS KUTBKOCTI TOMUIIKOBHX cripaiioBanb (False Positives) Ha neritumHi 1ii mepconany. Le cripuunase
(beromen «sromu Bif TpuBor» (Alert Fatigue) y anamitukis SOC (Security Operations Center), komu peanbHi



IHIMIEHTH TOPU30HTAIBHOTO Tepemiments Lateral Movement posciroroTbest y 3araabHOMY IIyMi abo irHo-
PYIOTBCSL.

3. 3acTocyBaHHSI KOHTEKCTHO-opieHTOBaHOro miaxony (Context-Awareness) ajis 30arayeHHst moiii
SIEM-cucrem

Juia Toro, abu moonaTH 0OMEXKEHHS KIIACHYHUX METOJ[iB KOPEIHALii Ta YCYHYTH IIPpo0iieMy «CIIIOTH 10
KOHTEKCTY» IPOMOHYETHCS 3aCTOCYBAHHS KOHTEKCTHO-opieHTOoBaHOro mimxomy (Context-Awareness). Ilei
miaxix y Tpanchopmaii mporecy oOpoOKHM NaHHX: Mepexia BiJ aHami3y i30JIbOBaHUX TEXHIYHUX MOJil 10
aHamizy OaraToBHUMipHHX iHGopMariitHux 00’ exTiB. [limxim peanmizyeTbesa yepes MexaHi3M 30aradeHHs JaHuX
(Data Enrichment), sikuit mepembadae aBTOMaTHIHE TOMTOBHEHHS JIOT-(alijIiB MeTaqaHUMH 3 30BHIIITHIX JKe-
pei, koiu Ti Haaxoaath Ao cuctemu SIEM.

KnrodoBumM BekTOopom 30araueHHs € KoHTeKCT kopuctyBaua (Identity Context), skuii ¢popMmyeTscst dyepe3
1HTeTpaIio 3 KaIpoBuMu cructeMamu Ta Active Directory. Takwuii crioci6 103BOJIsIE BpaXOBYBATH POJIb, BT
Ta CTaTyc CHiBpOOITHHUKA, BUSBIISIOYH HETUIIOBY aKTUBHICTH (IOCTYIT MapKeTojora A0 0a3 JaHWX) Ta O3HAKU
KOMIIpOMeTallii JIETITAMHUX aKayHTIB, 30KpeMa CKJIaJHi aTaku Ha iH(pacTpykTypy ayTeHTH(iKawii, Taki IK
Golden Ticket. [4]

KonTtekct aktuBiB (Asset Context), o BH3HaUa€e KPUTHYHICTH BY3JiB Mepexi Ha ocHOBI manmx CMDB.
BiH 103BONIsIE AMHAMIYHO NIPIOPUTE3YBATH 1HIIMACHTH, aBTOMATHYHO ITiBHUIYIOYH Bary MoJiid Ha KPUTHIHUX
cepBepax (KOHTpOJIepH TOMEHY, PiHAHCOBI CHCTEMH) ITOPIBHSHO 3 TECTOBAMH CETMEHTAM.

Tperim mapom € cutyamniiHuit Ta yacoBui KoHTeKCTH (Environmental & Temporal Context), siki mopiBHFO-
I0Th TIOTOYHY MOJII0 3 icTOpUYHUM npodineM noseainku (Baseline). AHani3 BiIXuieHb y 4aci BXOAY, reoo-
Kalii un obcsirax nanux nepetBoptoe SIEM Ha iHTeNneKTyallbHy CHCTEMY, 3[aTHY BUSIBISATH IIPUXOBaHI Ma-
HEBPU 3JI0BMHCHHUKA Ha OCHOBI IIOBEAIHKOBUX aHOMAJIii, a HE JIUILE >KOPCTKUX MPABUIL.

4. OnTumizanis npasuia kopeasuii SIEM misixom cuHTe3y JaHUX

[Ticns mpoBeseHO aHaNI3y MPOMOHYETHCS BAOCKOHAIEHA MOJIETTh IPABUII KOPEJIALii, SIKa MMOJIsITae y mnepe-
X0l BijI criporieHoi GiHapHO1 JIOTIKK 10 TUHAMIYHOI OI[IHKY PU3HUKY Ha OCHOBI CHHTE30BaHUX JaHuX. Ha Bin-
MiHY BiJ TPaJUIIIIfHOTO TiAXO0MY, € IHIUACHT CTBOPIOETHCS aBTOMATUYHO TIPH JOCSITHEHHI MEBHOTO TIOPOTY
MOJIiHi, ONTHMiI30BaHa MOJIEJIb BUKOPUCTOBYE aIrOPUTM 3BKEHOT'O PHU3HKY, JIe TEXHIYHA Bara Iojii KOpury-
€TbCsl KOe(illiEHTOM aHOMAaJIbHOCTI KOHTEKCTY.

SKI0 TeBHY aIMiHICTpaTUBHY [if0 BUKOHY€ MpodinbHMA (axiBels y poOounii 4ac Ha JO3BOJICHOMY Cer-
MEHTI Mepexi, KoeillieHT pU3NKy MiHIMI3YEThCS, 1 CHCTEMa He TeHepye TpuBory. BukoHaHHs Tiel x Aii Ko-
pHUCTyBayeM i3 HEBIIMOBITHOO POJLIIO, Y HEpoOoumii yac ab0 Ha KPUTHYHO BKIMBOMY CEPBEpIi, TPU3BOAUTH
710 eKCIIOHEHIIAJIbHOTO 3POCTAaHHS TOKAa3HUKA PU3HKY Ta CTBOPEHHS NPIOPUTETHOTO 1HLIUACHTY.

Takuii miaxizg 103BOJIIE aBTOMATHYHO BiA(IETPOBYBATH JETITUMHY aKTHBHICTS, IO paHille CTBOpPIOBaja
iHpOopMaIiitHui yM, Ta PoKycyBaTH yBary aHamiTukiB SOC BHKIIOYHO HA MOJISX 3 BUCOKUM PU3HK-0aJIoM.
Le 3HauHO MiABHIYE TOYHICTH BUsIBICHHA eTammy Lateral Movement, HaBiTh IpH BUKOPUCTaHHI 3I0BMUCHH-
KOM JIETITHMHHUX 1HCTPYMEHTIB, OCKUILKH HOTO TTOBEIIHKOBUH MAaTEPH HEMUHYUE BiIXUISTHMETHCS BiJl HOP-
MaJIEHOTO TPO]iIIIO CIIiBPOOIiTHHUKA.

3anponoHOBaHUI METOJI CHHTE3Y TEXHIYHHX Ta OPraHi3amiiHuX JaHUX JJO3BOJISE BUPILIUTH MPOOIEMY BU-
COKOTO piBHS IOMHJIKOBHX CIIpanoBaHb y cydyacHux SIEM-cucremax, epeTBOpPIOIOYN NPOLEC MOHITOPUHTY
3 TAaCHBHOT'O HAKOITMYEHHsI JIOTiB HA MPOAKTUBHUH 1HCTPYMEHT BHSIBJIICHHS MIJIECTIPSIMOBAHHX aTaK.

BucHoBku

VY po6ori npoaHanizoBaHo poOIEMaTHKY BHSBJICHHS CKIAIHUX IiiecrpsiMoBanux atak (APT) Ha erami
ropu3oHTaibHOro nepemimenHs (Lateral Movement). BeranoBiieHo, 1110 KJTACHYHI METOAM MOHITOPUHTY Ha
6a3i SIEM-cucrem, siKi CIMpAIOTHCS HA CTATHYHI paBUiia KOPEJALii Ta CHTHATYpHUH aHalli3, BTpadyaioTh ede-
KTUBHICTh B YMOBaX BUKOPHCTaHHS 3IOBMHCHUKaMH TexHIK «Living off the Land» Ta BamigHMX 00IIKOBHX
3anuciB. ['0JIOBHUM HEIOJIIKOM ICHYIOUHX IMiXO/IB BU3HAYEHO «CJIMOTY JO KOHTEKCTY», 10 MPU3BOIUTH J0
BHCOKOTO piBHS MOMMIKOBUX crpaitoBasb (False Positives) Ta mepeBanTaxenns ananitukis SOC.

OCHOBHHM HayKOBHM PE3yJIHTaTOM pOOOTH € OOTPYHTYBaHHS Ta pO3p0OKa METOY YAOCKOHAIEHHS TPABHII
KOpPEJIALIT IMIJIIXOM CHHTE3y TeXHIYHHX MOAiH Oe31eKH 3 opraHi3aliiHiM KOHTEKCTOM. 3alpONIOHOBAHUHN TTiJI-
Xizx nepeabayvae AuHaMivHe 30arayeHHs JOTiB JaHUMU PO pouib kopucTyBaua (Identity Context), KpUTHYHICTB
axtuBiB (Asset Context) Ta icropuuny nosefinky (Temporal Context).

JloBenieHo, 110 Mepexij Bix OiHAPHOI JIOTIKH BHSIBJICHHS O MOJEII JAMHAMIYHOI oiHku pu3uky (Risk
Scoring) n03BOJsIE aBTOMATHYHO BIiJICIIOBaTH JIETITUMHY aAMIHICTpaTHBHY akTHBHIiCTh. lle 3abesmeuye



MIIBUIICHHS TOYHOCTI BHUSBJCHHS IPUXOBAaHUX MaHEBPIB 3J0BMHCHHKA Ta TpaHchopmye cuctemy SIEM 3
IHCTPYMEHTY ITaCHBHOTO JIOTYBAaHHS B 3aCi0 MPOAKTUBHOT'O 3aXHUCTY KOPIOPATUBHOT iHYPACTPYKTYPH.
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