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AHoTaunis.

Komnanii' ingpopmayitinux mexnonoziti uacmo o6po6nsiome KpUMuyHO 8axciugi 0 onepayiiHoi disibHocmi
OOKYMeHmu uepe3 3acodu eneKmpOHHOI NOWMU ma OOMIHY NOBIOOMIEHHAMU, WO NOCIAOMIOE BIOCMENCY8AHICTY,
yinichicmyv 8epciil ma NiO38IMHICMb V JTAHYI02AX 3AMBEPONCEHHA MA BUKOHAHHA. Y yill cmammi npedcmasieHo
KOHYenyito po3pooKu cucmemu eiekmponnoz2o ooxymenmoooicy (CE]]), sika niompumye peecmpayilo ma 30epieaiHs
OOKYMEHMIB, HALAUMOBYEAHY MAPUPYMU3AYII0 3ameepoxicensb (Doboui npoyecu 8i3), NPUHAYEeHHS GIONOBIOAIbHUX OCIO
ma cucmemamuitull KOHMpolb MePMIHi68 BUKOHAHHS 3a 00NOMO2010 Ha2adyeans ma eckanayii. Piwenns peanizosano
5K 8eb-cucmema KiicHm-cepeep 3 inmepgeticom npukiaorno2o npozpamyeants (API) ona nepedaui penpezenmamugrnozo
cmany (REST) uepez npomoxon nepedaui einepmexcmy (HTTP), sukopucmogylouu cmanoapmu30o8aui 6ionogioi ma
HOMUIKY HA OcHosi 0emaneu npobremu Request for Comments (RFC) 9457. Be3nexka ma ynpasninus 6paxo8yiomscs
wsaxom  y3200xceHus  3i  cmanoapmamu  MidxcHapoonoi  opeamizayii 30  cmandapmusayii /  Mixchapoonoi
enexmpomextiunoi  xomicii (ISO/IEC) 27001:2022 ma ISO/IEC 27002:2022, oonoenenumu Open Worldwide
Application Security Project (OWASP) Top 10:2021 ma cneyianvnoro nybnikayicio (SP) 800-218 Secure Software
Development Framework (SSDF) Hayionanenozo incmumymy cmanoapmie i mexnonozit (NIST). /[ns 3a6e3neuenns
nio36imHOCMI MAa 3MEHUIEHHs. HEeCAHKYIOHOBAHUX Oill NPONOHYIOMbC KOHMPOTbL docmyny Ha ochogi poneti (RBAC),
wugpysanns nio wac nepeoaui 3a donomoeow Transport Layer Security (TLS) ma eedenns swcypuany ayoumy 3
3aXUCMOM  8I0 HECAHKYIOHOB8AHO20 empyuanHA. Tam, Oe NOmpiOHI IOPUOUYHO 3HAUYWI NO2O0NCEHHS, eLeKMPOHHI
nionucu Moxcyms 6ymu niOmpumani 3a 00nomo2or nioxodie ingpacmpykmypu giokpumux karouie (PKI), y3eodocenux
3i cmanoapmom EN 319 102-1 €sponeticoroeo incmumymy menekomyHikayitinux cmanoapmie (ETSI). Axicms Oanux
3a6e3neuyemvbca 3a 0ONOMO2010 CXeM Memaodanux ma npasunl nepesipku, wjo eionogioarome cmanoapmy ISO
8000-1:2022, mooi sax yinvbosi noxkazHuxu OocmynHocmi eionogioaroms Kepisnum npunyunam 00CmynHocmi
eeO-koumenmy (WCAG) 2.2 Koucopyiymy Bceceimuvoi nasymunu (W3C). Ockinbku emnipuyHi NOKA3HUKU
PO320pMAaHHs wje HeOOCMyNHi, y Ccmammi 6U3HAYEHO WIAH OYIHIOBAMHS, WO OXONIIOE NOKA3HUKU (DYHKYIOHANLHOT
NOBHOMU, HAOIUHOCMI, NPOOYKMUSHOCMI MA YAPABIIHHA, MAKL SIK YacC YUK, KoepiyicHm npocmpodents ma 4acmoma

nosmopHoi pobomu.



KarouoBi cnoBa: cucmema enexmponnozo ynpaguinhs OOKYMEHMAMU, eleKmpOHHe YNPAGIIHHA 3aNUCAMU,
MaApWPymu3ayis 3ameepoxcetv, YNPAaIiHHA poOOUUM NPOYecoM, KOHMPOIb UKOHAHHS 3A60dHb, MOHIMOPUHS MepMiHis,
JHCYPHAT ayOUmy, KOHMpOAb OOCMYNY HA OCHO8I ponell, be3neuHa po3spoOKa NpozpamHozo 3abesneyeHHs, 6eO-API,

AKicmb 0aHUX, 00CMYNHICMb.

Abstract.

Information technology companies frequently handle operationally critical documents through email and
messaging tools, which weakens traceability, version integrity and accountability across approval and execution chains.
This paper presents the design concept of an Electronic Document Management System (EDMS) that supports
document registration and storage, configurable approval routing (visa workflows), assignment of responsible persons,
and systematic control of execution deadlines with reminders and escalations. The solution is implemented as a
web-based client—server system with a Representational State Transfer (REST) Application Programming Interface
(API) over the Hypertext Transfer Protocol (HTTP), using standardised error responses based on Request for
Comments (RFC) 9457 problem details. Security and governance are addressed through alignment with International
Organisation for Standardisation / International Electrotechnical Commission (ISO/IEC) 27001:2022 and ISO/IEC
27002:2022, supplemented by the Open Worldwide Application Security Project (OWASP) Top 10:2021 and the
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-218 Secure Software Development
Framework (SSDF). Role-Based Access Control (RBAC), encryption in transit via Transport Layer Security (TLS), and
tamper-evident audit logging are proposed to ensure accountability and reduce unauthorised actions. Where legally
meaningful approvals are required, electronic signatures can be supported using Public Key Infrastructure (PKI)
approaches aligned with European Telecommunications Standards Institute (ETSI) EN 319 102-1. Data quality is
enforced through metadata schemas and validation rules that conform to ISO 8000-1:2022, while accessibility targets
are mapped to the World Wide Web Consortium (W3C) Web Content Accessibility Guidelines (WCAG) 2.2. As empirical
deployment metrics are not yet available, the paper defines an evaluation plan that covers functional completeness,
reliability, performance, and governance indicators, such as cycle time, overdue rate, and rework frequency.

Keywords: electronic document management system, electronic records management, approval routing,
workflow management, task execution control, deadline monitoring, audit trail, role-based access control, secure

software development, web API, data quality, accessibility.

In information technology (IT) companies, a significant share of operational risk and coordination
overhead is concentrated around “living” documents: architecture decision records, change requests, service
contracts, security policies, incident post-mortems, procurement requests, and internal instructions. When
such documents circulate through email threads and instant messaging, organisations typically lose a unified
register, consistent metadata, a single source of truth for versions, and an auditable trail of who approved
what and when. Empirical studies on document management in organisations emphasise that the transition
from ad hoc file sharing to structured document management is a key enabler of digital transformation, as it
reduces search time, mitigates duplication, and strengthens process discipline through traceability and
accountability [1].

At the same time, contemporary approaches to enterprise electronic document management highlight
the need to combine storage and metadata management with workflow automation, access control, and
reporting to support managerial decision-making and compliance [2]. Therefore, the central problem



addressed in this work is the design and implementation of a software tool that provides end-to-end
electronic document circulation, configurable approval routing (visas), and systematic control of task
execution (assignments), tailored to the operational realities of IT companies.

The aim of the work is to create a software system for registering and storing documents, setting up
approval routes, assigning responsible persons, monitoring execution deadlines, and generating journals and
reports that reflect the state and history of document passage.

The object of research is organisational document circulation in IT companies, and the subject of
research is the methods and software design solutions that ensure reliable routing, version integrity, deadline
control, and auditability in an electronic document management system (EDMS).

The main practical requirement is to reduce manual operations and user errors while preserving
verifiable accountability: each document instance should have a clear lifecycle, each action should be
attributable to an authenticated actor, and each transition should be reproducible for audit and analytics.

From a functional standpoint, the proposed EDMS is designed around a document register (for
unique numbering, metadata, and classification), a repository (for file storage, versioning, and access), a
workflow subsystem (for routing and approvals), a task subsystem (for assignments and deadline control), a
notification subsystem (for reminders and escalations), and an analytical subsystem (for journals,
dashboards, and downloadable reports).

A document is treated as a compound business entity that includes (i) immutable identifiers, (ii)
structured metadata (author, unit, category, confidentiality level, retention class, related projects), (iii)
content artifacts (files, attachments, linked resources), and (iv) a controlled set of states (draft, registered,
under review, approved, rejected, completed, archived). The design principle is that the repository stores the
“what” (content and versions), while the workflow and task subsystems store the “why/when/who”
(decisions, assignments, and timing).

Approval routing is modelled as an explicit route specification. Instead of hard-coding sequences,
the system supports route templates composed of steps of different semantic types: review, approval,
acknowledgement, signature, information copy, and execution assignment. Each step includes role
constraints (e.g., “team lead”, “security officer”), actor resolution rules (direct user, organisational position,
project role), and timing rules (due date, grace period, escalation interval). The route itself is represented as a
directed graph that supports serial paths and parallel branches (e.g., legal and security review in parallel),
merge rules (all-of, any-of, quorum), and controlled rework loops (return to the author with mandatory
comments).

A formal view of document approval as a workflow, including explicit modelling of steps and
transitions, is consistent with recent work proposing rigorous approval workflow definitions to reduce
ambiguity and improve controllability of organisational processes [3]. In the proposed EDMS, each node in
the route materialises as one or more work items; a work item is a task with an owner, a due date, a required
action (approve/reject/comment/execute), and a status (new, in progress, completed, overdue, escalated).

Control of execution deadlines is achieved by combining time constraints with a transparent
escalation policy. Each assignment defines a service-level objective (SLO) for completion time and a
service-level agreement (SLA) when the organisation chooses to formalise internal expectations. The
monitoring scheduler periodically evaluates remaining time, triggers reminders, and escalates overdue
assignments to designated supervisors or alternative approvers. Escalation is not merely a notification; it can
be configured to perform workflow actions (e.g., reassign, add an additional approver, or block further
document movement until resolution). This provides a measurable governance mechanism: for any
document, the system can compute cycle time, waiting time per step, number of reworks, and the proportion
of overdue tasks, enabling management to detect systemic bottlenecks.

The system architecture is defined to ensure maintainability, security, and integration. A pragmatic
approach is a modular monolith (with clearly separated modules and internal application programming



interface (API) boundaries) for small-to-medium deployments, with a migration path to a service-oriented
architecture for larger organisations.

Persistent storage is split into a relational database (for metadata, routes, tasks, and audit logs) and an
object storage (for document binaries). Every state transition and user action is recorded in an append-only
audit log; this event trail supports both compliance verification and subsequent analytical processing.

For interoperability with external systems (for example, project management tools, human resources
systems, or identity providers), the EDMS exposes a Representational State Transfer (REST) API over
Hypertext Transfer Protocol (HTTP). To standardise error responses and avoid ad hoc formats that
complicate client integrations, the EDMS uses the “problem details” structure for API errors, as defined in
RFC 9457 (Problem Details for HTTP APIs) [10]. This improves operational robustness because integration
clients can reliably parse machine-readable error details and apply consistent retry or fallback strategies.

Security is treated as a first-class design constraint because IT companies routinely process
documents containing personal data, commercial secrets, and security-sensitive information. At the
organisational level, the system’s security controls are aligned with the requirements of ISO/IEC 27001:2022
for an information security management system (ISMS), which establishes a risk-based management
framework for protecting information [4].

At the control selection level, ISO/IEC 27002:2022 provides a catalogue of information security
controls (including access management, logging, cryptography, and secure configuration) that can be mapped
to EDMS features and operational procedures [5]. From a secure development perspective, the Secure
Software Development Framework (SSDF) in NIST Special Publication 800-218 recommends integrating
security practices across the software development life cycle, including secure coding, environment
protection, and vulnerability response [6].

In addition, the OWASP Top 10:2021 highlights prevalent classes of web application risks (such as
broken access control, injection, and security misconfiguration), which directly inform threat modelling and
defensive requirements for the EDMS web layer [7]. Consequently, the EDMS design incorporates
role-based access control (RBAC) with least-privilege defaults, multi-factor authentication (where supported
by the identity provider), encryption in transit (Transport Layer Security) and at rest, tamper-evident audit
logs, and defensive input validation.

For organisations that require legally meaningful approvals or strong non-repudiation, the EDMS
supports electronic signatures based on public key infrastructure (PKI). The creation and validation of
Advanced Electronic Signatures (AdES) can be implemented in accordance with ETSI EN 319 102-1
(procedures for creation and validation of AdES digital signatures) [8].

Although legal regimes differ by jurisdiction, the European Union’s updated framework for
electronic identification and trust services (as amended by Regulation (EU) 2024/1183) illustrates current
regulatory expectations for trustworthy electronic transactions and identity mechanisms, and it is relevant for
IT companies working with European partners or implementing cross-border compliant processes [9]. Even
when legal qualification is out of scope, these standards provide concrete engineering guidance for signature
workflows, validation evidence, and long-term verification artefacts.

Data quality is a recurring problem in real deployments: inconsistent metadata (e.g., missing project
codes, ambiguous titles, or incorrect document classes) undermines searchability, reporting, and compliance.
To address this, the EDMS enforces metadata schemas, controlled vocabularies, and validation rules,
aligning the notion of “fitness for use” of data with the broader principles of the ISO 8000 series on data
quality (overview defined in ISO 8000-1:2022) [12]. On the presentation side, the user interface (UI) is
designed for accessibility and inclusiveness; conformance to the Web Content Accessibility Guidelines
(WCAG) 2.2 serves as a baseline for web usability, including keyboard navigation, visible focus, and support
for assistive technologies [11]. This is practically important for IT companies with distributed workforces
and diverse user needs.



Testing and quality assurance are approached systematically, combining unit, integration, end-to-end,
and security testing. To structure test design, the work uses test technique guidance consistent with
ISO/IEC/TIEEE 29119-4:2021, which defines a set of test design techniques applicable during test design and
implementation [13].

Without relying on a physical experiment in this thesis format, a practical evaluation plan is
proposed: (i) functional completeness (coverage of registration, routing, signing, and reporting scenarios),
(i1) performance under load (throughput of task creation and document retrieval, latency of route transitions),
(iii) reliability (recovery after partial failures, idempotent processing of repeated requests), (iv) governance
metrics (cycle time, overdue rate, reassignment frequency), and (v) user error reduction (measured by
reduction of rejected submissions due to incomplete metadata and by the number of “missing approval”
incidents).

For example, a representative workload for a medium IT company can be characterised by hundreds
of concurrent users, tens of thousands of documents, and a daily peak in approval transitions driven by
change management and procurement processes; the EDMS should remain responsive under such conditions
while preserving audit integrity.

In summary, the work substantiates the design of an EDMS for IT companies that integrates
document registration and storage with configurable approval routing and enforceable task-execution
deadlines.

The proposed approach emphasises (i) explicit workflow modelling, (ii) auditability through
append-only event trails, (iii) secure development and operation guided by modern security standards and
recommendations, (iv) standardised API behaviour, and (v) disciplined metadata quality.

Future development directions include advanced analytics (for example, bottleneck detection and
predictive overdue risk based on historical patterns), adaptive routing (rule-based branching by document
class and risk level), integration with enterprise identity wallets where applicable, and automated compliance
checks (for instance, verifying that certain document types always pass mandatory security review before
release).
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