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BUKOPHUCTAHHS T'PYIHOBUX CTPYKTYP YV KPUIITOI'PA®II:
BIJl KTACHUYHUX TPYII 10 EJIIHIITHYHUX KPUBUX

BiHHUIBbKNH HALlIOHATBHUY TEXHIYHUN YHIBEPCUTET

Anomauin

YV pobomi posenanymo 3acmocysanus anceOpaiuHux epynosux CmpykKmyp y cyudachini kpunmoepagii. 30iticneno ananiz
KIACUYHUX 2PYN (MYTbMURIIKAMUGHUX, YUKIIYHUX) MA 2PN MOYOK elinmuyHux kpusux. Pozenanymo nepeeacu eninmuyHux
KPUBUX Y KOHMEKCMI NOCMK8AHMOBOT be3nexu.

KiouoBi ciioBa: rpyna, eminTHYHa KpuBa, KpunTorpadis, AUCKpeTHHH iorapudm, KOMOIHATOpPHKA, MOCTKBAHTOBA

Kkpunrorpa gis.

Abstract

The paper considers the use of algebraic group structures in modern cryptography. It analyzes classical groups
(multiplicative, cyclic) and elliptic curve point groups. The advantages of elliptic curves in the context of post-quantum
security are discussed. A Python implementation of basic operationsis provided to evaluate algorithmperformance.
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Beryn
Cyuacna kpuntorpadiss 0a3yerbcs Ha BHUKOPUCTaHHI anreOpaidHUX CTPYKTYp, 30Kpema TpyI, sKi
3a0e3MmedyoTh MaTeMaTUYHy OCHOBY HJis MOOYyI0OBH CTIHKWX KpuntorpadiuHux aiaroputmiB. Kiacuuni
npoTokoym, Taki ik RSA ta lud di-I'emman, BUKOPUCTOBYIOTH BIACTHBOCTI MYJIbTUILTIKATUBHUAX Ta MUK TYHAX
rpyn. 3 po3BUTKOM 00YMCIIIOBAJILHHUX TEXHOJIOT1H Ta NOSBOIO KBAHTOBUX KOMIT'FOTEPIB BUHUKAE TOTPe0a B HOBUX
KpunrorpadiuHux Miaxoaax, 30KpeMa BUBYEHHI eTINTHYHAX KPUBHX Ta IHIIUX FPYHOBUX CTPYKTYP, SKI MOXKYTb
3a0e3neunTu HeoOXiIHNH piBEeHb O€3MeKH B TOCTKBAHTOBY €IOXY.

Pe3yabTaTi 10cCaigKeHHSA

VY pamkax nochiiKeHHs 0yJI0 MPOoaHali30BaHo POJib IPYIIOBUX CTPYKTYp y Kpunrorpadii Ha ABOX PiBHAX:
TEOPETUIHOMY Ta MpUKIaHOMY. Ha mepimomy eTarri 0y1o 371iiCHEHO TOPiBHSUTBHUH aHAI3 KITACUYIHUX IPYTIOBHAX
HiXOM1B, 30KpeMa MYJIBTUIUTIKAaTUBHUX I'PYyH LUIUX YUCeN 3a MoayJeM (1K y RSA), Ta nukniuHux rpym, siki
3acTocOBYIOThbc B mpoTokoni Juddi-I'ennvana. s  OIIHKM KPHUNTOCTIMKOCTI TakKUX CTPYKTYP
BUKOPUCTOBYBAJIaCh T€OP1s CKJIAHOCTI 3a4a41 AUCKPETHOr o Jorapu(MyBaHHSL.

Hpyruii etan 6yB NpUCBAYEHNUN BUBUEHHIO IPYI TOYOK €JNTUYHUX KPUBUX HaJl CKIHUEHHUMH NOJIIMU. Byio
JIOCTIKeHO 0COONMMBOCTI MOOYIOBU TPYMOBUX OTepalliii Ha eTINTHYHIX KPUBHX, 1X NepeBard B MOPiBHIHHI 3
KJIACMYHUMH MiIX0J]AMH Ta MOTEHII AT B KOHTEKCTi MOCTKBAHTOBOI Oe3MmeKy. AHai3 MPOBOIUBCS Ha MIPUKIIAIaX
kpuBux Ty Curve25519, siki ChOTOIHI aKTUBHO BUKOPUCTOBYIOTBCS Y CYYaCHHUX MPOTOKOJIAX MH(PyBaHHSI
(Signal, TLS 1.3 To1mo).

KpiMm TeopeTuyHux mobyzoB, 6yJjio po3pobseHo Python-peanizaiito 6a30BuUX KpuUMNTOrpadiyHUx
omneparlii Ha eJlin TUYHUX KPUBUX i3 3aCTOCYBaHHIM 0i0ioTekH "ecdsa’ (y cepeloBHIIli, ¢ BOHA HEJIOCTYIIHA,
OyJI0 BUKOPHUCTAHO CaMOCTIHHO peali30BaHy «irpallkoBy» KpUBY U1 IeMOHCTpauii npuHmmmiB). Lle qano 3mory
NPOTECTYBAaTH PealibHy MIBUIKOJIIO ONEpalliil JoJaBaHHA Ta MHOXEHHS TOYOK. OIiHKAa MPOJTYyKTHUBHOCTI
IpOBOJMIACh HA HA0OP1 TECTOBUX BXIJHHUX JaHHUX, 3MOJIEJIbOBAaHHUX BiMOBIIHO 10 YMOB 3aXHUIIEHOTO OOMIHY
KITI04aMH.

OTpuMani pe3ynbTaTd MIATBEPKYIOTb, [I0 TPYNH EIINTHYHUX KPUBUX 3a0€3MeUyroTh Kpaly
KPUMNTOCTIAKICTH IPU MEHIIIOMY PO3Mipi KITF0Ua, 3HIKY F0UM 00U CITIOBAJIbHI BUTPATH, [0 0COOIMBO BaKIIUBO /IS

NPHUCTPOIB 3 00MEKEHUMH pecypcaMul (cMapTKapTkH, loT-neBaticn).



[porpama nus peanizanii KpunTorpapivHux onepamii

# Toy elliptic curve over prime field
p=9739

a=497

b=1768

G =(1804, 5368)

def inv_mod(k, p):
return pow(k, -1, p)

def add_points(P, Q):
if Pis None:
return Q
if Q is None:
return P
if P[0] == Q[0] and (P[1] + Q[1]) % p ==0:
return None

if P==Q:
s =(3*P[0]**2 +a) *inv_mod(2* P[1], p)% p
else:

s = (Q[1] - P[1]) * inv_mod(Q[0] - P[0], p) % p
Xr=(s**2 - P[0] - Q[0]) % p
yr=(s* (P[0] -xr)-P[1]) % p
return (xr, yr)

def scalar_mult(k, P):

result =None

addend=P

while k:
ifk&1:

result=add_points(result, addend)

addend =add_points(addend, addend)
k>>=1

return result

Ha ocuogi npoBeaenux 1000 irepaniit MHoxxeHHs Ta 10 000 itepartiit foraBaHHs Oyiu OTpUMaHi Taki
cepe/iHi 3HAYeHHS Yacy BUKOHAHHS:
e MHOXeHHS TOUKH Ha cKajsp: =~ 29.01 Mkc (MIKPOCEKYH/T)
e JlomaBaHHs TOUOK: =~ 2.46 MKC
Ili pe3ynbratd CBim4aTh IPO BHUCOKY €(EKTHBHICTH peamizaiii HaBiTh y CIPOIICHOMY BHTJIS/IL
BpaxoByrouu, 110 B peaibHUX MPOTOKOJIAX OOMIHY KJIIOYaMH HEpEeBaXKae€ caMe CKaJsipHE MHOXKEHHS,
BAYKJIMBO, 110 HABITH 1151 CKJIA/IHA OTIepalliss BUKOHYETHCS 32 A0JI1 MUTICEKYH/IH.



BucHoBkn

['pymoBi CTpyKTypH 3anumiatoTbcss GyHAAMEHTATLHUM eIEMEHTOM cydacHoi kpuntorpadii. [lepexin Bin
KJIACUYHUX TPYII 10 ENINTHYHUX KPUBHX Ta IHITUX CKIAJHININX aare0paidHuX CTPYKTYP J03BOJISI€ 3a0e3neunTr
BUIIUH piBeHb 0€3MeKH Ta e(PEeKTUBHOCTI KpUNTOTpadiuHUX aIrOPUTMIB. Y KOHTEKCTI MOCTKBAHTOBOI €TIOXU
0COOJIMBO aKTYyaILHUM € JTOCTIKSHHS HOBUX TPYTIOBHUX CTPYKTYD, SIKi MOXKY Th 3a0€3TMEUNTH CTIHKICTb 70 aTak 3
BUKOPUCTAHHSM KBaHTOBUX KOMITIOTepiB. [loganbin MOCHIIKEHHS B I Tany3i CHOPHITUMYTh PO3BUTKY
HaJIHHUX Ta e(PEKTUBHUX KPUMITOTPAPITHUX CUCTEM.
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