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BinHAIbKHI HAIlIOHATPHAN TEXHIYHAN YHIBEPCUTET

Anomauin

30iticheno docniddcents icHyrouux memoois zaxucmy Docker konmetinepise ma po3pobneno enachuii memoo
niosuwyenns zaxuwjenocmi Docker-konmeiinepie.

Knwouosi cnosa: Docker, xonmeiinepu, ananiz xougicypayii Docker konmeiinepis, niosuuyenis
saxuwgenocmi Docker konmeiinepis, agmomamusayis GUNPAGLeHHs. ROMUNLOK.

Abstract

The paper investigates existing methods of protecting Docker containers and develops its own method of
increasing the security of Docker containers.

Keywords: Docker, containers, analysis of Docker container configuration, increasing the security of
Docker containers, automating error correction.

Beryn

B emoxy [BHAKOTO TEXHOJOTIYHOIO PO3BUTKY IOBCIOAHE TMOLIMPEHHS TEXHOJIOTiH
KOHTelHepu3allii 3po0MII0 PEBONIOIIID B po3po0Ili, po3ropTaHHi Ta MacmTaOyBaHHI nonarkiB. Docker,
TIPOBIAHUM JIiZiep B YIIpaBIiHHI KOHTEHHEpaMH, HaJaa€ MOTYKHY OCHOBY JUIS 1HKAIICYJIAIT JOAATKIB Ta iX
3anexxkHocTeil. OJHaK, 3 MOBCIOMHMM BIIPOBA/KEHHSIM KOHTEHHEPHHUX pillleHb, MPOOIEMH 3 OE3MEKO0
CTalOTh Bce OLIBII aKkTyadbHUMU. 3a0e3neyeHHs BiAMOBOCTIHKOI Ta Oe3neyHoi KoHpiryparii KoHTelHepiB
Docker crae nepuroueproBumM 3aBIaHHAM, III0 BUMArae HaIiiHUX pillieHb 71 aBTOMaTH3aIlii.

[MounHaroun 3 BUBYEHHS OCHOBHUX (yHKIIH Oe3neku Docker i Ansible, 1ie mocmimpxeHHS
¢dopmynroe iX iHAWBIAYaJIbHUH BHECOK y 3aXHUCT KOHTEHHEPHHX CEPeOBHIL. 3rofioM (OKYyC 3MIIIy€eThCS
Ha TOYKH iHTerpaiii, e Ansible po3mmproe MmoxkiuBocTi 6e3nexu Docker, aBToMaTn3yroun KOHQIrypaitito
3ac00iB KOHTPOITIO OE3MEKH, yIPaBIiHHSA JOCTYIIOM 1 IEPEBIPKY BiAMOBIAHOCTI.

Pe3yabTaTu gociiazkeHHst

Docker-xoHTeliHepH — TIi€ JIETKi, IMOPTAaTHBHI Ta CaMOIOCTAaTHI ONWHHIN, SKi 1HKAICYIIOIOTHh
nporpamy Ta ii 3aJIe)KHOCTI, BKIIIOYArOYH 0i0JIOTEKH, CepelOBHIIEC BUKOHAHHS Ta CUCTEMHI IHCTPYMEHTH.
i xoHTelHepH 3a0e3MeuyIOTh Y3TOMKEHE Ta BiATBOPIOBAHE CEPENOBHUINE B PI3HUX OOYMCIIIOBATBHUX
CepeloBHIIAX, IO J03BOJIAE PO3POOHMKAM OE3NEPEeINKOAHO CTBOPIOBATH, I[IOCTa4aTH Ta 3aIllyCKaTH
JOJIaTKKU Ha pizHMX miardopmax. Jo kimodoBux ocobnuBocTell koHTelHepiB Docker Hanexarhb 13051114,
MEPEHOCUMICTh, €PEeKTUBHICTh, KEPYBaHHS BepCisIMH, peecTp 00pasiB, opkecTpyBaHHs [1].

B cywacHOMy CBITI JOBOIMTBCS BIPOBAaKYBATH MHOXHHY 3aco0iB, 1 3a0e3redeHHs
iH(ppacTpykTypu. BukoprcTtanHs KOHTEHHEpIB X04 1 3MEHIIY€E KUIbKICTh BPa3UBOCTEH 3 OJHOTO OOKY,
npoTe Aae 3J0BMHCHMKAM HOBI BEKTOPH arak, sIKi MOXHAa eKCIUTyaryBaTH. [loyMHaiouu BiJ pIiBHA
CEpBEpHOro OONaZHaHHA Ta OMNEpaliifHOl CHCTEeMH, 3aKiHUyIOYM [BUTYHOM KOHTEHHEpiB, 3acoboM
VIIpaBITiHHS KOHTEHHEpaMHU, CEpPeIol0 BUKOHAHHS 1 BIIaCHE CaMUM KOHTEHHEpOM pHuc. 1.

KoHTeliHepn BUKOPUCTOBYIOTH BipTyaii3allif0 Ha piBHI ONepaiiiiHoi cucTeMH, 100 i30J10BaTH
nporpaMu Bix 0a3oBoi iHppacTpykTypH. Ll i307smis rapantye, Mo NporpaMu MpamiolTh CTa0UIBHO,
HEe3aJIeKHO BiJ XOoCT-cepenoBuia [2].

Docker koHTeliHEpH MaKyIOTh JOJATKHU Ta iXHI 3aJIC)KHOCTI B €IUHHUIA CTaHIaPTU30BaHU OJIOK, 11e
3abe3nedye iX IepeHoCHMicTh. TOOTO KOHTEHHEP MOXKE MpaoBaTH Ha OyAb-sKild CHCTEeMI, 10 MATPUMYE
Docker, mo mnomerurye mnepemilieHHs MJONATKIB MK CEpelOBHIIAMH PO3POOKH, TECTyBaHHSA Ta
BUPOOHHUIITBA.

KoHTeliHepy BUKOPUCTOBYIOTH SIIPO OMNEPAIIfHOT CHCTEMHU XOCTa, 3MEHIIYIOUW HaKIaIHI
BUTpAaTH, NOB'A3aHi 3 TPaJULIHHOIO BipTyamizalieto, mo 3ade3nedye edexkTuBHicT. Lle mpu3BoauTh 10
OLTBIIT TIIBHUAKOTO 3aITyCKy Ta OiIIT €PEeKTHBHOTO BUKOPUCTAHHS PECYPCiB.



[BUryH KoHTeiHepa Vnpaensae BUCOKOPIBHEBUMI 3a0a4amm,

(Container engine) Takmmu Ak login, build, attach, inspect, i T.n.
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Pucynox 1 — PiBHi cepenoBuma docker

JokepHi KOHTelHEepH, HaJar04l YUCICHHI MepeBary, TakoXX CTBOPIOIOTH YHIKaJbHI MPOOJIeMH 3
Oe3nexoro. Po3ymMiHHS LUX 3arajbHUX 3arpo3 Oesmell Mae BaXKJIMBE 3HAUCHHS UL €()eKTUBHOTO 3aXUCTY
KOHTEHHEpHUX cepenoBuIl. [lepen TMM SK MU PO3IITHEMO BPA3IMBOCTI KOHTEHHEpIiB, Oylae DOpedHO
sragatd, mo y 2020 poui komanaa 3 kibepOesnexkn Aqua Security BUSBHIIa HOBHI METOJ, 3a JIOTIOMOTOIO
SIKOTO 3JIOBMHUCHHKHM CTBOPIOBAJIM WIKiAIMBI 00pa3u Oe3mocepenHbO Ha HENPaBUIBHO HAJIAIITOBAHMX
xoctax. IlpencraBmeHi AOCTIAHWIBKI TPYNH BHCTYNMAOTh 3a '"IWHAMIYHE CKaHyBaHHS'", sike Oyio
MPOBENICHO B paMKax IbOTO JOCIHiKeHHs, 1100 BUSBUTH MPHUXOBaHI 3arpo3u, sIKi MPOITYCKAIOTHCS MPH
CTaTUYHOMY aHaji3i Bpa3nuBocTed. AHaniz Prevasio, sxuii mpoBomuBcs Ha 800 MammHax OpOTATOM
MicCAIls, TMOKa3aB, MO0 KOHTEHHEpH, 3amymieHi 3 0araTboxX Mimo3pimnx 300pakeHb, 3aBAHTAXKYBAIH 1
BHMKOHYBaJIM IIKIJJIUBE Mporpamue 3abe3nederHs puc. 2. Jlocmignuku 3anyctwiu antupipyc Clam nporu
LIKiITTMBOTO TPOTPaMHOTO 3a0e3MeUYCHHs, BUSABICHOTO MiJ Yac BUKOHAHHS, T4 CKaHEp BPa3lUBOCTEH
Trivy Big Aqua Security.
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Pucynok 2 — [liarpama posnoginenns tumis LI13 y o6pazax Docker-koHTeiinepis



Hapasi BiacyTHe pimnenns, sike ouinoBano 6 Docker-koHTeliHepH 3 crucTeMH X0cTa 0e3 BKa3aHHS
IP appec, Bimkpurtss SSH mopriB, minknaganHs cepTudikaTiB i CTBOPEHHS IMOBHOILIHHOTO 3BIiTY. Takoxk
BIJICYTHI IHCTpYMeHTH U1 omliHKH cuctemu Ubuntu 20.04 3 HOBUMH KPUTEPISIMHU 3aXHCTY.
[IponoHyeThCsl MOKPAIIUTH iCHYIOUE PillIeHHS AJISl CKaHyBaHHsI BipTyaJbHAX MalllMH Ta CTBOPUTH
Horo Momyinb Ui aHanizy Ta ouiHkM docker xoHTeiHepiB Ha 0a3i omepauiiiHoi cucremu Ubuntu, mo
BUPIIMMUTL 3adady CKIaJAHOI KoH(Iirypamii KOHTEWHepiB, 3MEHINNTh KIUIBKICTh pPydHOI pOOOTH,
CTBOPIOBAaTHME JIOKYMEHT 3 OI[IHKOIO KOYKHOTO OKPEMOTO KOHTEHHEPa, XOCTa, Ta HABITH TPYIH XOCTIB.
Hogwuii meton st migsumieHHs 6e3neku y Docker koHTeiHepax:
Busisnenns Docker xonTeitnepa.
30ip iadopmariii mpo Docker xoHTeiHED.
CrBopennst Docker SSH cepBep koHTeHHEpY IS T IKIIOYESHHS.
[Migxarouenns mo HeoOxigHoro Docker koHTeHHEDY.
Amnaniz Docker konteitHepa 3a kpurepismu CIS Ubuntu Linux 20.04 Benchmark [3].
Bunpasienns koHpirypaiiii, o He BiANOBIAAIOTH KPUTEPIsSIM.
6.1. BumkHyTH nporpamu, 10 He BUKOPUCTOBYIOTBHCS.
6.2. 3mina KoHirypalii Mepexi.
6.3. BigKimo4uTH MIPUCTPOI T4 MEPEIKEBI MTPOTOKOITH, IO HE BUKOPUCTOBYFOTHCSI.
7. Hapncunaemo 3BiT aIMiHICTPaTOPy CUCTEMHU.
JaHuii MeTon MOXXKHa peaji3yBaTH 3a JOIIOMOTOIO0 Pi3HMX MOB mporpamyBaHHA. lIporte Oyno
BUpIIIEHO BUKOPUCTOBYBAaTH HACTYITHI IHCTPYMEHTH:
— Ansible — iHCTpyMeHT 7151 CKaHyBaHHsI Ta BUIIPAaBJICHHS KOH(Iryparii.
— Bash ckpunr — Ha0ip KOMaH1 KOMaHIHOT OOOJOHKH, 10 30UPATUMYTh METaJIaHl PO KOHTEHHEPH,
3ammyckatuMyTh Ansible Ta po3ropratumyts Docker SSH Server.
— Docker + Docker SSH Server.

Sk L=

[lepmuM KpokoM € BCTaHOBIIEHHS 3MIHHHX oTodeHHsS, Takux sk SCAN DIR', mo Bkazye
Karajor container-ansible-scan’, B sikomy Oylle BHKOHaHO ckaHyBaHHs Ansible. Hactymna 3wmiHa, 11e
"ANSIBLE CONFIGURATION", mo mictuTh KoHQirypanito mieiidyka Ansible y popmari YAML. Bona
BrU3Hadae ey 3 HaszBoro "CIS", HamineHuit Ha XocTH 3 iMeHamu "myhosts" 3 MEBHUMHU pPOJISIMH,
3okpema "CIS-Ubuntu-20.04-Ansible".

Hactymaum kpokoM HeoOximHO 3i0patu iHpopMarmiro npo 3amymeHi Docker-koHTeiiHepu, a
HaiironoBHime 3i0patm ix IP-agpecu. Otpumani IP-agpecum 3amymenux konteliHepiB Docker
30epiratotses y 3miny 'DOCKER _HOSTS IPS'.

Hactymuaum kpokoM Tpeba minrorysaru Ansible muist BukoHnanHs. CTBOPIOETHCS BKa3aHUH KaTaJor
"$SCAN_DIR" i 3anucyetbest koHpirypais Ansible "SANSIBLE CONFIGURATION' y daiin meiiOyka
3 HazBowo playbook.yaml® y 1mpoMy karanosi. KioHyerbcs meBHHE penosuropiii  GitHub
*CIS-Ubuntu-20.04-Ansible’, skmo #oro He iCHye y MOTOYHOMY Karajnosi. I[lepeBipsieThcs Bepcito
"CIS_vl1.1.0" poni Ansible.

Hactymaum  kpokom €  mepebupanHs  koxkHOi  [P-ampecm  xoctiB  Docker y
"DOCKER_HOSTS IPS". [/l KOKHOTO XOCTa OTPHMYETHCS iM'st KOHTeiHepa, moB's3ane 3 [P-ampecoro
3a momomororo komana Docker. 3amyckaerbest konTeitHep Docker 3 iM'sim “docker-server-ssh® asst po6oTu
B sikocti SSH-cepBepa. Otpumyerscs [P-ampeca xonrteitnepa SSH-cepsepa 'SSH_SERVER [P,
CrBoproetncs (aiin inBeHTapu3amnii Ansible “hosts’ 3 [P-agpecoro SSH-cepBepa. 3amyckaeTsest UK 15
BUKOHAHHSI CKaHYBaHHsI O€3MeKn pi3HUX po3iniB (Big 1 10 6) ruielidyka, CTBOPIOIOYH 3BITH ISl KOKHOTO
po3niny. [Ticns ycminiHoro ckanyBanHs koHTelHep docker-server-ssh' 3ynuHseTbes.

BucHoBku

JocmimkenHs Oylio 30CepemXeHo Ha Po3poOIli CHCTEMHOTO MiAXOAy N0 IMOCHIICHHS O€3MeKU
koHTeliHepiB  Docker, BukopucToByrouM aBToMaruzanito Ansible 1 morpumyrounce LleHTpy
inTepHeT-0e3nexu CIS Ubuntu Benchmark Bepcii 20.04.

JlocmipkeHHsT BKIIFOYAJIO peTelibHE BUBUCHHS iCHYIOUMX 3axoiiB Oesmeku Docker, BuUsBIeHHS
HOTEHIIHHUX BpA3JIMBOCTEH Ta OLIHKY 3arajbHOrO CTaHy O€3MEeKM KOHTEWHEpHHMX po3ropraHb. Llei
aHaji3 3aKJIaB OCHOBY JIJISI pO3pOOKH METOMy YCYHEHHS MPOTAIMH y O€3Meli Ta MiABUIICHHS HaIiHHOCTI
koHTeliHepiB Docker.

OcHOBHHI METOA 30cepeKeHrd Ha iHTerpauii Ansible, TOTYy>KHOTO IHCTPYMEHTY aBTOMaTH3allii,
ta CIS Ubuntu Benchmark v20.04. Ilneiidyxku Ansible Oymu BHKOpHCTaHi s aBTOMAaTH3AIlil



BIIPOBA/DKEHHsI 3acO0iB KOHTPONIIO Oe3leKd, AOTPUMAaHHS HaWKpalMx MpakTHK Ta KOPHUTYBaHHS
koH(piryparnii B koHTeiHepax Docker. Takox Oymo Bukopuctano bash mnms apromarmsarii mporecis. CIS
Ubuntu Benchmark v20.04 Mictuth moBHUI HaOip peKOMEHIAITH 1 TECTIB, SKi CAYTYIOTh OPIEHTHPOM ISt
BCTAHOBJICHHS Oe31neuHoi 0a30B0i KOoH(Iryparrii.

Takum umHOM, Oynao mnpoaHamizoBaHo maHamadrt Oesneku Docker, ame # 3amponoHOBaHO
MPaKTUIHY METOJ IS TIABHINCHHS O€3IeKN KOHTECHHEpiB 3a JOMMOMOTOI0 IHTErparii aBTOMaTH3allii
Ansible ta CIS Ubuntu Benchmark v20.04.
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