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Anomauin

Ipoananizosano idomi memoou asmenmugbikayii. Pozenanymo eadxciugicme cemepy8anHs AKICHO20 NAPOJA HA
OCHOGBI KIIOY0B020 C08A KOPUCYBAYA. 3aNpONOHOBAHO ANOPUMM RHIOGUWEHHS CMIUKOCMI Naponie, sAKi 3a0armscs
KOpucmyeaiem i € 3pyYHUMU 015 3aNam Smoey6anHsL.
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Abstract

Known authentication methods are analyzed. The importance of generating a quality password based on the user 's
keyword is considered. An algorithm for user-defined and easy-to-remember passwords strengthening was proposed.

Keywords: password generation, persistent password, authentication, authorization.
Beryn

OpHUM 3 HAaWTIPOCTIMX Ta HAUMOIIMPEHIMUX METO/IIiB aBTeHTUdIKalii € aBTeHTH(IKAIsI HA OCHOBI 3HAHHA
MEBHOT'O CEKpeTy - mapoJis. [Ipore gaHuii MeToa MOKe OYTH JOBOJII TPOCTO 3JaMaHUl METOJOM MiA00py Mapoist
3a CIEIaJbHUMH CIIOBHHKAMH YHM HaBiTh TPYyOMM METOIOM nepe6opy cumBoJiiB-TiTep. Hapasi mpoOiema
TeHEPYBaHHS CTIMKHUX MapoJiB, M0 OyIyTh 3pO3yMIJIMMH 1 3amaM’ITOBYBATUMYThCS KOPUCTYBauy, € OCOOIUBO
aKTyaJbHUM, OCKIJIBKH KOXKEH KOPHUCTYBaUY M€ BEITUKY KIIbKICTh OOMIKOBUX 3aMHKCIiB, iHHOpMAIis SIKHUX MOTPeOye
3axucTy. ToMy BUHMKAE HEOOXITHICTh CTBOPSHHS METOTY i ICUJICHHS ITapOJIiB, IO JJO3BOJIUTh TOKPALTUTH PIBEHb
3aXMCTY JaHUX KOPUCTYBaYiB.

MeTo € TOKpalleHHsS CTIHKOCTI maposist 0e3 CyTTeEBOI BTpaTH WOTO JIEKOCTI J0 3amaM’SITOBYBaHHS
KOPHCTYBa4eM.

JlJis NOCATHEHHS METH HeOOX1IHO pO3B’sI3aTH TaKi 3a/1a4i:

- MpoaHaNi3yBaTH HAWMOMIMPEHIII METOIN aBTeHTU(IKAILiT;
- BHU3HAYWTH BAUMOTH JIO CTIHKOCTI MapOJIiB;
- o0paTH miaxXix A0 IepeTBOPEHHS 3pO3yMIINX CIIiB Y CTIMKHUI MapoJib.

Amnajni3z MmeTofiB aBTeHTH]iKANT

Jnst  miATBEpIDKEHHS HAJISKHOCTI JaHOMY KOPHCTYBauyeBi BiJNOBIAHOrO imeHTH(iKaTopa MOXKHA
BUKOPUCTOBYBaTH OyIb-sKy iHIIY CEKpeTHy iH(opmamlito, ska NMOBHHHAa OyTH JIOCTyNHA Juiie Homy, abo
VHIKaIIbHO #oro xapaktepusyBaTh. Lle Bu3HavaeThes dakTopamu aBTeHTHdIKAIT — BUJ iHQOpMAaIlii, 10 Hamae
KOpHUCTYBa4 CHCTeMi Ipu aBTeHTUdikanii (tadu. 1) [1, 2].

Jist mepeBipky CHpaBXHOCTI KOPUCTyBaya B CHCTEMax HaluacTillle BUKOPHUCTOBYIOTH Hapojb SIK (aKTop
aBTEHTHU]IKAIT, JIe CeKpeTHUH KIIF0Y BBOJIUTHCS 3 KiaBiarypu. OCKIIbKH Takuil cocid € 3pydyHUM 1 IPOCTUM B
peaiizariii, To B CHCTeMaXx, sKi BHKOPHUCTOBYIOTh JIeKiIbka (hakTopiB aBTeHTH(IKAIlii, Tapoib 3yCTPIiYacThCs
Maitke 3aBKIu K ouH 3 (hakTopiB aBreHTH(iKarii [1, 3].



Tabmums 1.1 — Knacudikariis ¢pakropiB aBTeHTHIKAITIT

Knac dakropiB aBrenTHIKANIT IIpukmany mapaMeTpis, sIKi BAKOPHUCTOBYIOTBCS SIK ()akTOp aBTEHTH(IKaIil

[Mapons g naponsHa ¢pasa,

PIN-kox (Personal Identification Number)

Di3nyHui Koy,

Kapra 3 MarsiTHOIO CTpiuKoI0,

OTP-TokeH reHepariii mapoo,

[TapaMeTpu BUKOPHCTOBYBAHOTO OOYHCIIIOBAIEHOTO MPUCTPOIO
BigOuTok manbigs,

Ha ocHOBI GioMeTpHYHIX XapaKTEepUCTHK Tem6p rosocy,

CiTKiBKa OKa.

Ha ocHoBi BononiHHAM cekpeTHoi iHpopmarii

Ha ocHOBI BoJIOIIHHS YMM-HEOYIb

J1ist cucteM i3 pi3HUM CTyNIEHEM 3aXUCTY BUKOPUCTOBYIOTH MOCTiiHI, YMOBHO-IIOCTiHI Ta TAMYACOBi MapoJIi
Ut 3a0e3rnedeHHs OUTbIIoro 3axucTy. YnM Oibllle CHMBOIIB Ma€ MMapojb, THM OUTBII CTIHKHM BiH € (Bakue
MiIa€ThCS MiA00PY Ta IHITUM THUIIAM aTak). Tako)K He MEHII BaXXIUBUM (DaKTOpOM SBISETHCS HAOIp CHMBOIIB
naposis [4]. Binbin pisHOMaHITHI 1 HerepeabadyBaHi CHMBOJIH JI03BOJIATH 3pOOUTH TAPOJIh CTIHKIIIHM.

[opTte, unm OGinbliie Pi3HOMaHITHUX CUMBOJIB Ta HU(P BUKOPUCTOBYBATH B MAPOJIBHOMY CJIOBi, THM Ba)kue
3amam’statu foro. ToMy 6araTo KOpHCTYBadiB OOMPAOTE OLIBII TPOCTI Ta mepeabavysani maposi (puc. 1) [5].

1.123456 13. 123321

2. 123456789 14. 666666

3. gqwerty 15. 18atcskd2w
4. 12345678 16. 7777777
51111 17. 1q2w3edr
6. 1234567890 18. 654321
7.1234567 19. 555555

8. password 20. 3rjs1la7ge
9.123123 21. google

10. 987654321 22. 1q2w3edr5t
11. gweryuiop 23.123qwe

12. mynocb 24, zxcvhnm

Pucynok 1 - Cricok HOmyJIsIpHUX HapoJiiB CBITY

Takox 10 TIOMyJIAPHUX MApOIiB BiTHOCATE: iM’s Ta MPI3BUIIE, /laTa HAPOHKEHHS, IMEHa JIITEH 4M TOMAaIIHIX
TBapHH, cjoBa 3i ciioBHUKIB [1, 5]. OueBHHO, 110 BUKOPUCTAHHS TaKUX MApOJIiB € HEMAOIIJIbHUM ISl 3aXUCTY
iHdopmaiiii, sika Mae MeBHy HiHHICTH [2, 3, 6]. 3 iHIIOro 00Ky MapoJi, siKi MOKHA BBaYKaTH CTINKUMH — HE3Py4Hi
JUISl KOPUCTYBAYiB, a TOMY CIIPHUYMHSIOTH NPOOJIeMH, MOB’s13aHi 3 iX BTparor [6], mo ocobauBO akTyaibHO y
3B’513Ky 3 HEOOXIIHICTIO 1X MmepiouuHOro oHosieHHs [1, 3].

OCKIiJIbKHY 3py4HI MapojibHi (pas3u JIETKO 371aMyIOThCS BUIIE3raJaHUMK METOJaMH, TO BUHHKAE HEOOXITHICTh
PO3pPOOKH aNTOpUTMY, IO JAO3BOJUTH IMIACHINTH IAapOJIbHE CIOBO KOPHCTYBaya, SIKE JIETKO 3araM’ SITOBYETHCS.
BHacniziok 11poro 0yJie OTpUMaHo OUTBII CTIHKHI 10 aTak mepedopy maposib APYXKHIiH 0 KOPUCTyBaya.

Pe3yabTaTu 10ocaixKeHHs

{06 noemHaTH JBI XapaKTEPUCTUKH, & caMe — JIETKICTh B 3araM’SITOBYBaHHI Ta HaJIiHICTh, TPONIOHYETHCS
ITOPUTM FeHEepPYBaHHS NapoiB (puc. 2).
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Pucynok 2 - Anroputm poGoTtH 610Ky reHepyBaHHS IapOJIiB

Ha BXix momaroTecst JaHi, 10 BBOAWJINCS KOPUCTYBAadeM, a caMe KITI0YOBE CIIOBO, 3 SIKOTO Oy/ie TeHepyBaTHCS
MapoJib, Ta BiICOTOK 3aMiHU CUMBOJIIB Yy MapobHii (pa3i. 3aMiHa KOKHOTO CUMBOJY Oy/ie BiOyBaTHCS y LUK,
KUIBKICTh TIOBTOPIB SIKOTO 3aJICKUTh BiJl IOBXKHWHU BBEJICHOTO CJIOBA, J€ BU3HAYaTUMEThCS 4YM Oyje 3aMiHCHA
miTepa Ha cuMBOI. [yt G1ITBIIOT BapiaTUBHOCTI MApOIIiB A0 JIiTEp MiAiOpaHo NeKiIbKa CHMBOJIB, SKi Bi3yaabHO
CXO03X1 Ha BIATIOBITHY JITEPY Ta JIETKO BBOAATHCSA 3 KIIaBiaTypH.

BucnoBku

Amnaniz MeTosiB aBTeHTU]IKAIl MOKa3aB, IO iCHye 0arato MOKJIMBOCTEH MiATBEpIKEHHS ineHTU(iKaTopa,
MpOTe HAWUNOMYyISAPHINAM € TmapoidpHuUid. [IpoTe, BOHM MalOTh HEIONIK, IIOB’SI3aHUA 31 CKIATHICTIO
3aram’STOBYBaHHS CTIMKUX MapoJIiB, [0 00yMOBIIIOE HOPYIIEHHs HARKPALIMX MPAKTHK I010 OpraHi3alii Mo THK
0e3mneKu CTOCOBHO MaposiB. CaMe ToOMy 3alpOIIOHOBAHO AJITOPUTM, KU JIO3BOJIUTH 3a0€3MIEYUTH KOMITPOMIC MiXk
CTIMKICTIO TTApOIIS Ta 3pyYHICTIO HOTO 3amam’ STOBYBaHHSI.

Hapani muraHyeTbest TpOBECTH TOCIiPKEHHST BHACIIIOK SKOTO Oy/ie BiiOpaHo BapiaHTH 3aMiHU CHMBOJIB, SIKi
OyayTh HAM3PYYHIIIUMHU JJIS1 KOPHCTYBAYiB 3 TOUKHU 30py KOMGPOPTY 3armamM’ ITOBYBaHHS.
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