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IlepcneKTHBY BUKOPHUCTAHHS TEXHOJIOTII OJI0KYeiiH

BiHHMIIbKYIT HAI[IOHATBHUN TEXHIYHUHA YHIBEPCUTET

Anomauin

Y emammi pozenanymo mexnonozito bnokuelin Ax iHHOBAYIUHO20 iIHCMpPYMeHmY. 30Kpemd, USHAYEHO CYMHICIb
ma nepeoymosu po3gumky ONOKuelH, NpuHyunu ma cneyugixy QyHKYIoHy8amHs cucmemu, a mMaKodxdc cxemy it
pobomu. Ocobausy ysazy npudiieHo 00caioxcenHo npobremu besnexku i Koupioenyiuinocmi, 3abe3neyyrouu Ho8ul
00UUCTIOBANLHULL WAD, Oe OAHI MOXCYMb Oymu 6e3neuno 06podieHi ma npoananiz08ati, 3aTUULAIOYUCH NPUBATIHUM.
Poskpumo nomenyiiini nepesaeu ma eudineno npobaemu, AKi RHOMpPIOHO SUPIWUMU 0I5 ePEeKMUBHO20 BUKOPUCTHAHHS
yiei mexuonoaii.

KarouoBi cioBa: xem-dyHKIis, TpaH3akiis, Oe3neka, Omokueitn, blockchain, posymui xonTpakTn, Smart
contracts.

Abstract

The article considers the blockade technology as an innovative tool. In particular, the essence and background
of the development of blocks, the principles and specifics of the functioning of the system, as well as the scheme of its
work, are determined. Particular attention is paid to the study of security and privacy by providing a new computing
layer where data can be safely processed and analyzed while remaining private. The potential advantages are
highlighted and the problems that need to be resolved for effective use of this technology are highlighted.
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Beryn
[MepcriektuBM BUKOpHCTaHHS TexHoJorii Onokueitn. Blockchain e HoBoro iHpopmartiitHorO
TEXHOJIOTI€I0, sIka HaOyBa€e pO3BUTKY Ta BUKOPUCTAHHS y O0araTthox ramyssx. [lepmum i HaiOimb
BIZIOMHM TIPUKJIJIOM BUKopuctaHHs TexHouorii Blockchain e kpunrosamtora — Bitcoin [6]. Ha
el yac KpUNTOBAJIOTA MEPETBOPUIIACH Y BUHAHUHN IIATLKHUM 3aci0, BIPTyalbHY BAJIIOTY, AKY
npuiMaroTh BEJHUKI Ta APiOHI MiIPUEMCTBA, KOPIOPALIIi Ta CEPBICH.

Pe3yabTaTtu gocaixxeHHs

Ha cporomni BemyTh [OCHIDKEHHS Ta 3[IIHCHIOIOTH peami3allilo HU3KH TPOEKTIB 3
BUKOpUCTaHHAM TexHouoril Blockchain y takux ramyssx, sk 0XOpoHa 370pOB'sl, 3aC00U MacoBOi
iH(popMallii, eleKTpoHHE ToJ0CYBaHHS, 30epiraHHs (aiiiiB, cMapT-KOHTPAKTH, CTpaxyBaHHS,
JiepyKaBHUIA cekTop (BUAava MmacropTis, 30ip MOJATKIB, pEECTpALisi 3eMEIbHUX TUISTHOK) Ta iH. [5,
7].

Kopmopauiss IBM nocnimkye texHonorito Blockchain i mpamroe Hag cTBOpeHHSM
IPOTPaMHOr0 3a0e3MeueHHs], 3a JOMOMOIOK SKOro MapTHEpU 3MOXYTh YKIajgaTh LHU(pOBi
JoroBopu, 1o OyayTh ¢ikcyBatucs y rinobanbHiii Mepexi. IBM Takox peanizye mpoekT mif
Ha3Bolo Adept, Mera SKOro BIJICTE)KEHHS MIJKIIOYEHUX 10 MEPEki MPUCTPOIB 3a JOMOMOTOI0
texHoJorii Blockchain [8, 10].

3aBasSKY ICIIEHTPATI30BaHIN CTPYKTYpPI, BUCOKIH HAAIMHOCTI 1 BiIMOBOCTIMKOCTI, TEXHOJIOT1s
Blockchain moxe OyTu BHKOpHUCTaHA Yy CHCTEMaxX aBTOMATH30BAaHOTO TPAHCIIOPTYBaHHS,
JIOTICTHUKH, CKJIQJICBKUX CHCTEMaX, XMapHUX OOYUCIICHHSX, a TAKOX B KiOep(i3MuHUX cucTeMax
[13, 14].

VY 2008 p. aBrop abo rpyma aBropiB min mceBgoHiMoMm Satoshi Nakamoto omyOmikyBanm
crartio "Bitcoin: A Peer-to-Peer Electronic Cash System" 3 omucom KoHIemniii i MPUHIUITIB
pOOOTH IUIATIKHOI CUCTEMH Y BUIJISAI OHOpaHroBoi Mepexi [6]. ¥V 2009 p. Oyno npeacraBieHO
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IPOTOKOJI KpHNTOBamOTH Bitcoin Ta omyOmikoBaHo Ko mporpamu-kiieHra. Kirodosa
0COOJHMBICTH 3aIPOIIOHOBAHOI KOHIIECHIII] MOJIsATana B TOMY, 1[0 OHJIAHH IIaTeXl MK KITI€HTaMU
3IHCHIOIOTHCS 0€3 IIEHTPaIbHOI (JIHAHCOBOI YCTaHOBH, SIKa BUKOHYE POJIb JIOBIPEHOI CTPYKTYpPH,
3 BUKOPHUCTAaHHSAM KpuUnTorpadiyHUX METOIIB Ta ITyOJIYHOI pO3MOIiICHOI 0a3u JaHuX, sKa
CKJIaJa€Thes 3 Janioxkka osokis (Blockchain) [11].

Blockchain — e po3noiniena CTpykTypa JaHuX, SKa CKIaa€ThCs 3 MOCITIOBHOCTI OJI0KIB, B
K1 KOKHUIM OJIOK MICTHTB X€Ill TONePEHBOr0 OJIOKY, YTBOPIOIOUH, SIK HACHIIOK, JTAHIIOT OJIOKIB
(puc. 1). Ilepmmii Gnok y yaHIOKKY (OarbkiBchkuit 0ok, genesis block) posrisimarors sik
OKpeMHH BHIIAJIOK, OCKUIBKM B HBOTO BiJACYTHiW momepenniii Omok. Blockchain mpamoe sk
posnoaineHa 0a3a JaHUX, fKa 3IIHCHIOE OOJIK ycix omepamniid y mepexi. Omnepauii MaroTh
Bi/[3HAUKy dYacy 1 30epiralotbcsi y OJIoKax, J€ KOXEH OJOK 1IeHTH(IKYEThCS CBOIM
kpunrorpadiuaum xeuiem. Blockchain mosuicTio 30epiraersest y koxHOMYy By3ii mMepexi. s
po6otu Blockchain He moTpiOHO 1OBipH MiX By3JlaMH MEPEKi, OCKUIBKU Oy/Ib-SIKHI BY30Jl MOXKE
CaMOCTIHHO MEPEBIPUTH, YK 30ira€Thcst HOTO KOIist 0a3u 3 KOMisIMH, SIKi 30€pIraroThCsl B 1HIIUX
By3nax [14].

3aronoBok 3aronoBok 3aranoBok
n-ro 6moxy ™\ (n+1)-ro 6noky < (n+2)-ro 6noky
Xell 3aroNnoBKy \‘ Xelll 3aroNoBKy k| Xew saronosky
1 (n-1)-6noxy n-robnoKy (n+1)-Gnoky
Tpanzakuii Tpanzakuii Tpanzaxuii
n-ro 6moky (n+1)-ro 6noky (n+2)-ro 6moky

Puc. 1. CripoiieHa mocimiioBHICTh OJIOKIB

[Mpuaiumn GyukuionyBanns rexuouorii Blockchain posrisaemo Ha npukiiaai KpUIITOBATIOTH
"OiTkoMH". SIK Xem-(QyHKIII0 KPHUNTOBAIOTA OITKOMH BHKOPHUCTOBYE KpHMITOTpadiuHy Xem-
¢ynkmiro SHA-256 [12]. [dns mepeBipkd IUIICHOCTI JaHUX Yy OJIOII BHUKOPHUCTOBYETHCS
JepeBonoioHe xerryBaHHs (1epeBo Mepkiie), sike MpeacTaBisie 0COOIMBY CTPYKTYPY JaHUX, IO
MICTUTH 1H(OpMAaLliI0 TPo 3A1MCHEH] TpaH3akii. [y HbOTo 3 KOKHOT TpaH3aKIii 0OUNCITIOETHCS
Xell, a TOTIM 3 KOXXHOI Tapu XenriB OoO04YMCITIOeThCes HOBUM Xem mapu. Lls mpomemypa
MIOBTOPIOETHCSI TOTH, TOKH HE 3AIMIIMTHCSA OJMH Xeml. SIKIIo mapa B Xemly BiJICYyTHS, TO BiH
MIEPEHOCUTHLCSI HAa HOBHH PiBeHb 0€3 3MiH (puc. 2).

['pymy TpaH3akIfiif micyisi mepeBipKH 3aMUCyOTh y clienianbHuil 010k (auB. puc. 2). biok
CKJIAJIA€ThCA 13 3arojioBKa Ta cnucky Tpan3akiiid (Tr A, Tr B, ...). 3aronoBok 610Ky BKITIOYAE X €I
JaHoro OJIoKy, xem monepenHboro 01oky (Previous Hash), xem tpansakuiii (Merkle Root) Ta
J0JIaTKOBY cIyk00BY iH(opmariito (Nonce, Timestamp). Bigzuauka npo uac (Timestamp) Bkasye,
KoJu OyB CTBOpEHHH OJIOK, 1 HaJa€ JOKa3H TOTO, 10 JaHl B OJ0I iCHyBaJIM B MIEBHUH MOMEHT
qacy.

Brox
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Puc. 2. Ctpykrypa 610Ky




st dopmyBaHHS HOBOro OJIOKY By3ja MOTPIOHI JaHI: XEml TMOMepeaHbOro OJIOKY B
nanmoxkky; xem Merkle mis onepartiit, sxi motpiobHO momictut y Osiok; yac (Timestamp) Ta
oxHopasoswuii ko1 (NONCe), BUOpaHuii ceBIOBUITAKOBHX YHHOM.

J1yist miATBEpHKEHHS KOPEKTHOCTI OJIOKY MOTPIOHO OOYMCIUTH X €I 3ar0JI0BKa HOBOT'O OJIOKY,
SKUW TIOBMHEH TOYMHATHUCA 13 3a7aHoi KUIbKOCTI HyJiB. JlaHa 3amaya Bijoma, K JOKa3
npaBuwibHOCTI pobotu (proof-of-work), mo 6asyerscs Ha aBOX mNpHHOMNAX: 1) 3poOuTH
MIATBEP/DKCHHS TPaH3aKIIM 3aTPaTHUMH JJIi KOPUCTYBAadiB MEPEKi Y BUTIISAI KOMITFOTEPHHUX
004HCIIeHb; 2) 3A1HCHIOBATH BUHATOPO/TY 32 JONIOMOT'Y Y TIEPEBIpIli TPaH3aKIIH.

HoBwuii 650K mpuiiMaeThcs IHIIMMHU By3JIaMH MEpPEXi, SKIIO 3HAYEHHS XElly 3arojioBKa
JopiBHIOE a00 MEHIIE 3aJaHOr0 4YHCa, BEIUYMHA SKOTO MepiogudHo 3MiHIoeThbes. Komum
pe3ynbTaT 3HaiIeHO, CHOPMOBAHHI OJIOK PO3CHIIAETHCS IHIIUM BY3JIaM, SIKi HOTO MEPEBIPSIOTh.
S0 nepeBipKa npoiIuIa yCIinHo, To 670K T0Ia€ThCS B JIAHIIOXKOK 1 HACTYITHUH OJIOK TOBUHEH
BKJIFOYATH B ceO€ MOro Xerl.

PoGota, sKy By371HM MOBHHHI BUKOHATH JUIsi CTBOPEHHS HOBOTO OJIOKY, BUMarae 6aratro yacy
Ta 00YMCIIOBANIBHUX pecypciB. Lle 3HmKye WMOBIpHICTH TOTO, IO J1Ba OJIOKH OyayTh 3p0o0iieHi
OJTHOYACHO, ajie TaKa CUTYyallis Bce-Taku MOkiauBa. Konm me BimOyBa€eTbcs, TO CTBOPIOETHCA
posranyxenns B Blockchain. V takomy Bumnanky By3iu MOXyTh MoYaTH OyJAyBaTd JIAHIFOT Ha
PI3HMX TiIKax.

OOuncnioBanbHa CKIAJHICTh MEPEBIPKU TPAH3AKIIH JOTIOMAara€ yHUKHYTH 3aJIC)KHOCTI Bif
KUTBKOCTI BY3JIIB Y MEPEXKi, IKi MO>KE€ KOHTPOIIOBATH 3J10BMHUCHUK. OTXKe, Ha IEPEBIPKY BIUIMBAE
TUTBKH 3arajgbHa OOYHMCIIOBAIIbHA MOTYXHICTH By3miB. OTxe, /s 3MiHU iH(popMarii B 001
3MTOBMHUCHHKY MOTPiOHI 3HA4YH1 00UHCITIOBATIBHI PeCypcH, 10 pOOUTS 1€ MPAKTUYHO HEAOLITLHIM.

Ockinpku komii Blockchain 36epirarotbess y Bysnax po3moiieHOI Mepexi, e poOuTh
texHojorito Blockchain criiikoro g0 mpo0sieM 3 THMYacoBUM a00 MOCTIHHUM BiJAKITIOYCHHIM
BY3JIiB, MOB'A3aHUM 13 3009MH 00J1aJHAHHS 200 3B'SI3KY, a TAKOXK MiAKIIOUYEHHSM HOBUX BY3JIB.

ITepesaru Texuosorii Blockchain. Iepesaru Texuosnorii Blockchain, siki 3a6e3mnedyrotsp ii
e(eKTUBHE BUKOPUCTaHHS y cepenoBui [Hrepuer peueii [6, 11-13]:

1) Blockchain e mnyOmiunoro posmoaiieHO0 0a3010 BCiX TpaH3aKIid Yy MeEpexi, sKa

HiATPUMYETHCS OJIHOPAHI'OBOKO MEPEXKeEIO;

2) mepexxa Blockchain criiika 210 300iB, OCKUIbKH BOHA (QYHKILIOHYE Ge3 €IMHOI TOUKH BiAMOBH,

3) Blockchain e He3miHHOMO i IOBrOBiYHONO PO3MOIICHO0 6a3010 i, SK TITBKHM TpaH3aKIii
sanucani B Blockchain, Bonu He MoxyTh OyTr 3MiHeHi ab0 BualeHi;

4) mepexa Blockchain mae Bucokuii cTymiHb MacIITabOBaHOCTI;

5) yci Tpan3akiii B mepexi Blockchain 3axurieni kpunrorpadiuHIME METOJaAMH;

6) Blockchain nae 3smory npuctposim 3ailficHrOBaTH Oreparii aBTOHOMHO 0€3 T0BIPEHOT CTOPOHH.

Texuomoris Blockchain mnpomonye pimeHHs npobiemu Oe3meku i KOHQIACHIIHHOCTI y
cepenoBuiill [HTepHeT peueit, 3a06e3nedyroun HOBU 00UUCIIIOBATLHUN 1Iap, 1€ JaH1 MOXKYTh OyTH
6e3neyHo oOpobIIeHI Ta MPOaHali30BaHi, 3aJUIIAI0YNCh TPUBATHUM.

BucnoBku

Blockchain e BisHOCHO HOBOIO KOHIICTIIIIEIO 3 BUCOKUM MTOTEHIIATIOM, BIAMOBIIHO OTpeOye
JOJATKOBUX JIOCTIDKEHb JUIs il ©()EKTUBHOIO 3aCTOCYBAaHHS y HOBHMX Taly3sX, TaKhX sK
kibepdiznuHi cuctemu Ta [HTEpHET peueit
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