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AUTOMATED DETECTION OF CYBER THREATS TO IMPROVE THE
EFFECTIVENESS OF COMBAT CONTROL

Abstract. This paper considers integration of automated cyber-threat detection methods, including
machine learning and signature-based systems, into military command-and-control systems to improve
situational awareness and combat effectiveness. We analyse operational requirements, model architectures
for real-time anomaly detection, and procedures for secure deployment in constrained and contested
environments. A case study demonstrates how rapid detection and automated response reduce mission
disruption and support informed decision-making under cyber-attack.
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Anomauin. Y cmammi pozensioacmvcs inmeepayis Memoois asmoMamu308aH020 GUSGICHHS
Kibep3azpo3, 30KpeMd MAWUHHO20 HAGYAHHSL MA CUSHAMYPHUX CUCMeEM, YV 6IliCbKo8i cucmemu
KOMAHOYBAHHA MA YAPAGIIHHSA 05 NIOBUWEHHSA CUmMYayiiiHoi 00i3HaHocmi ma eghekmusHocmi 60108ux Oil.
Ilpoananizosano sumozu 00 maxkux cucmem, apximexkmypy mooeineu O 8UABIEHH AHOMANIL Y PerCUMi
PeanvbHo2o yacy ma npoyedypu Oe3neuHo20 6NpPOBAONCEHH 8 YMOBAX O0OMENCEHUX | NIOKOHMPOJILHUX
cepedosuwy. Haseoeno npukiad mooleno8anHs, AKUU OEMOHCMPYE, AK WBUOKe GUABIEHHS Md
aABMOMAMU308aHe Pedzy8anHs SMEHWYIOMb PUSUKU 3pUBY Onepayiti ma NiOmMpumyoms RPULHAMMS pilieHsb
8 yMosax KibeprHanaoy.

Knrouosi cnosa: xidepsacposu;, cucmemu KOMAHOYSAHHS, MAUIUHHE HAGYAHHS, CUMYAYIlHA
O6i3HdHiCI’I’lb,‘ asmomamu3oseane pedacy6arHs.

Introduction. Modern combat systems rely heavily on information exchange through command-
and-control (C2) networks. As adversaries increasingly employ cyber operations to degrade, deny, or
manipulate these networks, integrating automated cyber-threat detection into C2 systems becomes necessary
to preserve combat effectiveness.

Operational requirements. A detection system for military C2 must satisfy strict constraints: low
false-positive rate to avoid operator overload; real-time processing to enable rapid mitigation; robustness to
adversarial evasion techniques; and the ability to operate in bandwidth-limited or intermittent-connectivity
environments. Additionally, the system must respect classification and data handling rules in multi-level
security contexts.

Detection approaches. Two complementary approaches are recommended: signature-based systems
for known threats, and anomaly-based systems leveraging machine learning for novel or evolving threats.
Lightweight models (e.g., decision trees, small neural networks) trained on network telemetry can flag
deviations in traffic patterns, while more complex offline models support deeper forensics.

System architecture. A staged architecture improves reliability: on-edge lightweight monitors
perform initial filtering and local mitigation; centralized analytic nodes aggregate telemetry for model
scoring and trend analysis; and a command dashboard presents prioritized alerts with recommended actions.
Secure communications channels and cryptographic attestation ensure integrity of telemetry and model
updates.

Case study. We simulated a denial-of-service followed by a command-spoofing attempt against a
C2 subnet. The edge detector identified traffic anomalies within 6 seconds, triggering automated circuit



isolation and informing operators through prioritized alerts. The combined automated response and operator
validation restored command integrity with minimal mission delay.

Deployment considerations. Practical deployment requires rigorous testing in representative
environments, model update pipelines that prevent poisoning, and clear operator procedures.
Interoperability with existing defense-grade intrusion detection systems (IDS) and adherence to information
assurance policies are essential.

Conclusions. Automated cyber-threat detection integrated into military command-and-control
systems significantly enhances situational awareness and resilience. When properly constrained and tested,
these systems reduce the time to detect and respond to cyber incidents, thereby preserving combat
effectiveness and supporting mission success.
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